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MACEDONIAN PATH TOWARDS CYBERSECURITY

Predrag TASEVSKI

Abstract: Information and communication technologies in Macedonia have experi-
enced a phenomenal growth throughout the last decades, which has had a tremen-
dous impact on governmental services’ presence in the Internet, as well as on eve-
ryday life. Against this background, technologies-based growth introduces new
risks and threats to the cyber domain in the country. To respond to those challenges
the Macedonian government is pursing the establishment of a national authority to
react to cyber attacks that occur, or a Computer Incident Response Team — MKD-
CIRT, and the adoption of a National Cybersecurity Strategy. However, it should be
taken into account that such tasks are neither easy nor simple. There are several is-
sues that should be considered, for instance: the improvement of the measures for
protection of information systems and of the critical infrastructure; the legal and
policy framework; the international approach; and the formation of a cybersecurity
culture, to name but a few. Simultaneously, considering that Macedonia is a candi-
date for accession to the EU and NATO, it has to comply with their standards when
performing the reforms in the cybersecurity field. The current article briefly intro-
duces the country’s steps towards cybersecurity, provides an analysis of the legal,
policy and institutional progress achieved, and suggests recommendations that
should be considered to ensure safer, secure, trustworthy and resilient cyber space
in the country.
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Background

The Republic of Macedonia’s road to membership in the two most important Euro-
Atlantic clubs has been long and, unfortunately, still unfinished. Macedonia has been
a candidate for accession to the European Union (EU) since 2005," but has not yet en-
tered into negotiations. For its part, the membership in the North Atlantic Treaty Or-
ganisation (NATO) is currently pending, as it was blocked by Greece at the 2008 Bu-
charest Summit? due to a long-standing dispute on the country’s official name. Still,
the country joined the Partnership for Peace, and commenced its Membership Action
Plan in 1999.
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Despite the lack of resolution of the naming dispute, for Macedonia the integration in
NATO and in the EU remains a priority, which requires political and economic sta-
bility, rule of law, as well as further internal reforms. In this context, aligning the
Macedonian legislation with the EU acquis, the setting up of a policy framework and
strategy, as well as the establishment of proper structures in the area of cybersecurity
are among the main steps that the government needs to undertake in the integration
processes.

Speaking of cybersecurity, we need to consider not only the obligations that derive
from the further integration with the EU and NATO, but also the needs of the Mace-
donian society, experiencing the consequences of a phenomenal growth of the com-
munications networks and information systems in Macedonia and worldwide in the
last decades. For this reason, the society requires increased efforts to achieve safer
and more reliable services when using information and communication technologies
(ICT). Also, ICT have become the backbone of the economy, and of the finance,
health, energy and transport sectors. As a consequence, cyber threats, the frequent oc-
currence of cybersecurity breaches, the losses due to those threats and breaches are
increasing as well.® Led by this knowledge and by common sense, one can conclude
that ensuring information security in this interdependent environment, called cyber
space is a priority for each individual, organisation and for the society in general,’
and is therefore an urgent national security issue.

Macedonia is among the countries where the development of the telecommunications
and of the information society has been very rapid. The usage of ICT has increased
significantly in recent years, and according to data provided by the State Statistical
Office for 2014, 68.3 % of the households have Internet access, while this figure for
enterprises with 10 or more employees is 93 %. Another significant fact is that Inter-
net connectivity via mobile broadband connection is growing, too, at a pace of 4 % as
compared to 2013.

Furthermore, since late 2009 the government has pursued a national program called
e-Macedonia, which was developed by the Ministry of Information Society, with pri-
orities being: e-education, e-citizens, e-business, e-infrastructure, e-government and
Information Security.® Such developments add value to the economic and social sta-
tus of the country. At the same time, they expose both state and non-state actors to an
increased cyber risk.

Previously mentioned issues leave no doubt that countries must significantly improve
their cybersecurity capabilities, while government, public, academia and social sec-
tors must work together to develop and adopt cybersecurity solutions to keep pace
with the threat environment. Additionally, investing in cybersecurity can be consid-
ered from another economic aspect — by regarding cyber space as a possibility and as
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a resource. A protected cyber space makes it easier for businesses and individuals to
plan their activities, which boosts economical endeavour and cybersecurity culture.’

Based on the above, this paper provides an analysis of the steps that have been un-
dertaken by the Macedonian government, aiming to fulfill EU and NATO standards
and of the requirements and the best practices in the area of cybersecurity. Then we
highlight some recommendations on how the Macedonian cybersecurity area should
be developed and tailored in securing the cyber space. In the end, we conclude.

Analysis

Information security constitutes a driving force for the economic development of the
countries and it must be pursued simultaneously with the improvement of the ICT in-
frastructure.

In a broader sense, cybersecurity also includes setting up a related legal framework,
while the Critical Information Infrastructure (CII) is vital to attract economic actors
for developing a favourable business environment. For this reason, cybersecurity
must be clearly defined, taking into account the various actors’ specific roles in the
cyber domain — from individuals to organisations and states.®

In Macedonia, cybersecurity developments are still nascent. However, there are initi-
atives to elaborate and put in place parts of the required legal framework. The first
step towards codifying the issue of cybersecurity was made in 2004, when the Mace-
donian parliament ratified the Council of Europe Convention on Cybercrime.? In No-
vember 2005, Macedonia also ratified an Additional Protocol to the Convention on
Cybercrime, concerning the criminalisation of acts of a racist and xenophobic nature
committed through computer systems. Thereafter, the Macedonian authorities had to
urgently fulfill obligations stemming from the convention’s ratification, including by
means of creating and/or changing national legislation. At present, the legal frame-
work regulating cybercrime includes:

e Criminal Code;™

e Law on Criminal Procedure;"

e Law on Electronic Communications;*

e Law on Communications Monitoring;*®

e Lawone-Commerce;"

e Law on Electronic Management;™

e  Code of Civil Procedure;'®

e Law on Electronic Data Form and Electronic Signature;'’ and

e Declaration on Safer Internet.
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The material provisions related to cybercrime are contained in the Criminal Code and
include: endangering safety, violation of the confidentiality of correspondence and
other consignments, misuse of personal data, preventing access to the public infor-
mation system, copyright violation, infringement of the distribution of technical spe-
cially protected signals, audio piracy, child pornography, damage or unauthorised
entry into a computer system, development and distribution of computer viruses,
computer fraud, making, procuring or selling counterfeiting means, making and using
fake credit cards, violation of registered or protected invention and topography of in-
tegrated circuits and spread of racist and xenophobic material through computer sys-
tems. Additionally, it defines the general terminology regarding cybercrime.

In addition to that, the Law on Criminal Procedure, which entered into force in De-
cember 2013, specifically tackles cybercrime and crimes committed with the use of
computers, and the collection of digital evidence by the law enforcement authorities.

Apart from the legal framework, the technical means to protect the cyber space repre-
sent a serious challenge for the national authorities in many states, and Macedonia is
no exception to that trend.*® Accordingly, existing strategic security documents in
Macedonia define the roles of various authorities, taking into account the nature of
the threat. For example, as regards cybersecurity the responsible actors, linked in a
crisis management system (CMS), include: the Ministry of Interior, the Ministry of
Defence, the Protection and Rescue Directorate, the Crisis Management Centre, the
Ministry of Transport and Communication, the Directorate for Protection of Classi-
fied Information and the Ministry of Environment and Spatial Planning. Other rele-
vant legislation concerns the Ministry of Information Society.™

Moreover, the Macedonian government is pursuing the establishment of a national
authority — a response team that will handle computer incidents, namely the Macedo-
nian Computer Incident Response Team (MKD-CIRT). Last but not least, the draft-
ing of a National Cybersecurity Strategy was initiated in the middle of 2014. Addi-
tionally, Macedonian representatives have taken part in workshops and training pro-
grams funded by the EU and NATO, such as: EU project CyberCrime@IPA,* and
NATO SPS advanced research workshops held in Ohrid and Skopje.?

In the next sections, we offer analysis on MKD-CIRT and the Macedonian National
Cybersecurity Strategy.
MKD-CIRT

Since 2012 there have been discussions about the establishment of a CIRT (Computer
Incident Response Team) and CERT (Computer Emergency Response Team) in
Macedonia? with technical support from the International Telecommunication Union
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(ITU). However, no body has been formed to date. The progress on the issue also re-
mains unclear.

Sadly, other countries from the region lack such teams as well.?® Whereas other coun-

tries are progressing much more quickly and efficiently, for example Albania,** Bos-
nia and Herzegovina,? Bulgaria,® Montenegro # and Romania.?®

But even though Macedonia’s vision towards cybersecurity is less advanced and pro-
gressing more slowly than in some neighbouring countries, still we can say that is has
future. The idea involves the creation of a team consisting of experts in information
security to act as a point of coordination for monitoring, identification, warning and
determining answers to computer incidents. Furthermore, it will take proactive
measures in order to prevent or mitigate the consequences of possible damages, as
well as undertake reactive measures for managing computer incidents. Planned pro-
active measures to be employed by the team include: continuous monitoring of the
situation in the field of information security and at the same time issuing security
alerts with prevention functions; constant monitoring of technology development for
information security and dissemination of collected information; raising public
awareness of the importance of information security; and conducting educational
trainings for specific user target groups. Projected reactive measures at disposal of
the team are: coordination in dealing with major computer incidents; preparation and
distribution of security alerts, based on received information; collection, precession,
preparation and distribution of security recommendations for information system vul-
nerabilities. The national body will also provide support for building a national cul-
ture of information security and for raising awareness among users and citizens, as
pointed out by Minister Ivanovski.?

However, a new idea emerged in the middle of 2014, namely to form the MKD-CIRT
team as part of the Agency for Electronic Communications (AEC).* MKD-CIRT is
thus seen as an up to five-member team, providing reactive, proactive and security
quality services (see table 1).

Notably, in the beginning of 2015 a public hearing was initiated by the AEC and
feedback was requested from the mobile telecommunications companies about the
establishment of the MKD-CIRT and the action plan of the AEC for 2015. Unfortu-
nately, no other information is publicly available, besides that of an indicative yearly
budget of 500 000 Euro.*

National Cybersecurity Strategy

In line with the overall efforts to make progress in the process of accession to the EU
and NATO, in mid-2014 the United Nations Development Programme (UNDP) pro-
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Table 1: MKD-CIRT phases.

Phase 1 Phase 2 Phase 3
Reactive Incident response and Incident response Security audits and
services handling coordination assessments
Alert and warnings Vulnerability response

Vulnerability response  coordination
Threat analysis

Proactive Announcements and Vulnerability analysis ~ Forensic analysis
services basic awareness Technology watch
Education and training
Security N/A Advanced awareness Management ser-
quality Education and training ~ ViC&: Rlsk_analy5|s
and Security con-
sulting

posed an assessment study for the requirements for preparation of a National Cyber-
security Strategy in Macedonia.** The main goal was to reinforce the need for design-
ing and adopting a National Cybersecurity Strategy for the country and to ensure
compliance with the EU Cybersecurity Strategy.*

Therefore, a working group has been formed. It consists of eight members from dif-
ferent ministries, including the Ministry of Interior, the Ministry of Information Soci-
ety, the Ministry of Health, the Ministry of Defence and the Ministry of Education.®

The necessity of a National Cybersecurity Strategy is primarily related to:*

e Providing an open, reliable and secure cyber space for activities and social
interactions (including human rights); the economy and all national systems
largely depend on the application of information and communication tech-
nologies;

e The rise in the use of the IT systems increases the risk of abuse and emer-
gence of new, more sophisticated types of cybercrime, which makes the cy-
bercrime one of the more serious threats to national security;

o Developing a cyber defence policy;

e Establishing an integrated, multidisciplinary approach to secure closer coop-
eration and coordination between the defence, institutions involved in the
combat against crime, private sector, and other relevant stakeholders;

e Strengthening the operational capacity, coordination and cooperation among
the relevant institutions involved in combatting cybercrime;
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e Establishing common standards, training, and education of all institutions in-
volved in the development of cybersecurity;

e Strengthening the national capacity for prevention and protection against
cyber attacks, as well as implementing a campaign to raise cyber attack
awareness.

The strategy will cover four segments:

e Developing and promoting the cyber defence concept;

e Measures and activities for cybercrime suppression;

e  Establishing and improving a system for preventing cyber attacks;
e Managing incidents caused by cybercrime.

Despite that the proposal was made by the UNDP, it has added value to the process
of drafting and developing a national cybersecurity strategy in line with the EU’s
Cybersecurity Strategy, ensuring a safe, secure, trustworthy and resilient digital envi-
ronment for the benefit of the citizens, businesses and public administration.

However, we can observe that there is still room for improvement. Such improvement
could help increase the capabilities of the defence sector, e.g. by integrating some
valuable pieces of advice as highlighted in the CCD COE National Cyber Security
Framework Manual*® and the Tallinn Manual.*’

Likewise, we can underline that the initiative for drafting the strategy in Macedonia is
based on a multidisciplinary (technology, law, economics) and multi-stakeholder
(government, civil society, business) approach; rather than on a multi-level (local-na-
tional-regional-global) approach. Another relevant point concerns the fact that the EU
strategy has a specific research and development, and investments and innovation
spin, while the Macedonian draft strategy does not foresee any provisions in this re-
gard.

For this reason, in the next section we discuss suggestions and structures for promot-
ing safer and trustworthy cyber space in the country.

Recommendations

Indeed, reforms in the cybersecurity domain are not easy to make. Such are the estab-
lishment of a strategic and legal framework, and of a national CIRT authority. Yet,
we have to bear in mind that cybersecurity is everyone’s responsibility. Thereby we
offer some recommendations on how the Macedonian cybersecurity path should be
further charted. These recommendations focus mainly on legislative and institutional
aspects and build on the requirements for EU and NATO membership.
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Despite slowly progressing relations with the EU and NATO, it is crucial that the
Macedonian authorities move speedily in taking action in regard to cybersecurity. For
instance, the authorities should form a multi-stakeholder and multi-level expert group,
consisting of representatives of the government, the civil society and the private sec-
tor, and of course of local, regional and global networks to help respond to any possi-
ble cyber threat and/or attack.

We might conclude that the draft policy documents on cybersecurity are broadly in
line with the EU strategy for cybersecurity, and in compliance with the Convention on
Cybercrime. What Macedonia’s draft strategy lacks, are measures for fostering re-
search and development, and investments and innovation, as put in the EU cyber
strategy (for example, Romania is launching a Cybersecurity Innovation Centre).*®
Furthermore, the draft Macedonian strategy lacks capacity building measures for the
defence sector, as recommended by the Tallinn Manual, particularly definitions on:
cyber espionage, cyber-enabled terrorism, cyber-warfare, hybrid war, etc.

Additionally, EU’s strategy emphasises definitions such as: cybercrime, cyber de-
fence, cybersecurity and cyber resilience. However, the Macedonian policy docu-
ments are missing a definition of cyber resilience. Therefore, adding such will bring
benefit to the building of military and non-military capabilities, and will increase in-
teroperability in technical, legal, policy and decision-making terms.

Talking about resilience logically leads us to the MKD-CIRT. We should note that
the conceptualisation and the establishment of such a national body should be more
transparent and protect not only national/state interests but also the interests of the
private sector and of the citizens. Unfortunately, with the reforms progressing only
very slowly, the capabilities of the Macedonian authorities to tackle cybersecurity is-
sues remain unclear. Hence, this is an issue to be properly addressed in the very near
future. Moreover, a well-functioning institutional and legal framework is to be ur-
gently established, considering national specifics and international experience.

Another crucial element is awareness, which is present in the draft strategy. However,
it is important to emphasise that awareness must reflect the vision, the culture and the
history of a nation, and the global dimension, and to educate the weakest link in cy-
bersecurity, which is the end-users. This could be achieved by introducing and devel-
oping a cybersecurity culture, followed by awareness and education campaigns, etc.

Last but not least, it should be noted that the Balkan region seems to be vulnerable to
cyber attacks, especially when it comes to large-scale cyber attacks. Still, there are
countries that are quickly progressing, while others are slowly moving forward.
Therefore, we have to think towards securing and protecting the cyber space at a re-
gional scale and assess the need for the establishment of a Balkan Defence League
Cyber Unit, e.g. following the example of the Estonian Defence League’s Cyber



Predrag Tasevski 3204-9

Unit.*® The main goal would be a voluntary collaboration among all national, regional
and, most importantly, international actors to protect Balkan cyber space. Further-
more, a strong partnership among all actors is needed in order to meet the challenges
that the country is facing in the field of cybersecurity. Needless to say, as a candidate
country for EU and NATO, Macedonia has to actively participate in cybersecurity
initiatives and programs worldwide.

Conclusion

In this paper we aimed to give an overview of the path towards cybersecurity in Mac-
edonia and analyse the activities taken by the government. The establishment of pol-
icy, legal and institutional national framework has been initiated, but has been slow,
non-transparent and without significant results so far. We hope that in the near future
this process will be fast-forwarded. In line with requirements to accede to the EU and
NATO, which are indeed the main foreign policy objectives of the country, important
reforms have been initiated. Those reforms, such as the adaptation of the legal and
policy framework for cybersecurity, the establishment of a national corresponding
body to work as an incident response team and the development of a National Cyber-
security Strategy, are on the go. Our study analysed those reforms and provided sug-
gestions for furtherer charting the path towards cybersecurity in Macedonia.

Finally, we believe that if applied, the recommendations will introduce a new chapter
in the Macedonian path towards cybersecurity, and may also provide a positive ex-
ample for other Balkan countries, thus contributing to the security and stability in the
region and promoting economic growth.
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