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Abstract: In the ever-increasing pace of technological development and the emer-
gence of new stateless adversaries and threat vectors, the traditional NATO ap-
proach to the technical capability development struggles to address the emerging
security challenges in cyberspace. In order to mitigate this situation, we describe an
incubator framework, which provides a physical and virtual environment enabling
industry, in particular small and medium sized enterprises, science and technology
organizations, academia, and national defence labs, to collaborate on innovation
projects on the basis of either voluntary, nationally funded, or NATO commonly
funded contributions. The proposed incubator framework has been practically vali-
dated and technical results have confirmed the feasibility as well as the benefits of
setting up a cyber incubator within NATO. This disruptive approach to capability
development requires the updating of several internal processes and procedures and
the adoption of a new innovation-friendly and risk-tolerant organizational culture
within the Organization. We describe the main lessons learned from our experiment
and the recommendations regarding required changes to the internal and external
NATO processes and procedures.

Keywords: NATO Industry Cyber Partnership, Cybersecurity Innovation, Data Fu-
sion, Mobile Security, Situational Awareness.

1 Introduction

1.1 Motivation

The ever-increasing pace of technological development, as well as the emergence of
new stateless adversaries and threat vectors and means, the traditional NATO ap-
proach to the technical capability development struggles to address the security
challenges emerging in cyberspace. Although working in close relationships with
existing NATO industry partners offers a well-understood and tested way for incre-
mental improvement and doing what we do but better, the existing NATO innovation
ecosystem and collaboration procedures do not provide an effective route to devel-
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oping radically different approaches and accessing significantly different sets of
knowledge required to efficiently face the emerging cybersecurity challenges. We
need to develop new ways of generating ideas, allocating resources to projects, and
identifying and working with partner organizations to provide an efficient and effec-
tive way to address the disruptive challenges faced by NATO in the cyberspace.

In this paper, we present the lessons learned and recommendations from a pilot pro-
ject supporting the implementation of a NATO cybersecurity incubator. The project
was executed by the NCI Agency between January and September 2015.

1.2 Approach
The main objective of the cybersecurity incubator pilot project was to assess the via-
bility of NATO taking a new collaborative approach with industry, academia, and
government research entities to achieve some of its goals related to innovation and
transformation within NATO.
The initiation of the pilot project was supported by the following four stage process:
1. Idea generation and call for proposals;
2. Selection;
3. Cooperation, development and testing;
4. Exploitation.
The pilot project was limited to the definition of challenges and investigation of in-

novative solutions in three focus areas, which had been identified as areas where the
Alliance urgently requires cyber defence solutions:

e Cybersecurity data fusion;
o Agile cyber defence situational awareness;
e Mobile security.

A description of the specific technical challenges associated with each focus area is
provided in Section 2.

1.3  Objectives

The core objective of the incubator activity was to achieve the maximum results pos-
sible within a limited timeframe by introducing quick and agile collaboration mech-
anisms that will lead to creative and innovative solutions to the problem statements
describing the three focus areas mentioned above. The expected deliverables, com-
municated to prospect participants, were the same for all of the focus areas and in-
cluded:
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e Hardware and/or software demonstrator, usable for further validation and
testing;

e Concise design and operational documentation of the demonstrator;
e Documentation of test scenarios, test data and test results.

The demonstrator could have been provided in one of two forms:

1. As software including open-source components and custom components,
both in source and compiled forms, configuration files, scripts and source
text for any customization, or

2. As a fully functional virtual machine(s) including configuration and test data
that can be used to run the demonstration scenarios.

1.4 Timeline

The project started in January 2015 with an internal coordination and selection of the
initial focus areas. From the beginning the focus was on agility and quick progress.
Thus, shortly thereafter, in February, a kick-off event was hosted at The Hague Secu-
rity Delta (HSD) Campus. The event was attended by nearly 100 delegates from in-
dustry and academia. During this meeting, the NCI Agency presented the objectives
of the pilot project, the technical challenges under consideration as well as the pro-
posed collaboration framework.

As a follow-up, industry and academia were invited to present their technical solution
at a workshop also hosted at the HSD Campus in March 2015. Three (one per focus
area) 2-hour sessions allowed each organization an 8-minute slot to present their
ideas, and five minutes to answer questions and receive feedback prior to final
proposal submission. Organizations that had requested their proposals to be discussed
in full confidentiality were invited to present their solutions on the premises of the
NCI Agency.

The deadline for the submission of the final proposals was a week later. It was fol-
lowed by a rapid proposal evaluation phase of two weeks, during which selected tech-
nical experts from the NCIA cybersecurity and innovation groups were assembled to
evaluate the proposals and make recommendations on those to take forward. Coordi-
nation with the NATO Allied Command Transformation (ACT) ensured alignment of
these recommendations with the NATO transformation activities.

At the end of March, the projects were initiated with the selected partners. The pro-
jects were completed by end of August 2015 and the results were successfully pre-
sented at the annual NATO cybersecurity symposium (NIAS) in September 2015.

This quick pace of execution—nine months from starting planning of the activities to
finalizing the results—was only possible thanks to enthusiasm and dedication of the
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technical and support staff from both NATO and the partner organizations participat-
ing in the innovation projects. This unusual speed has also the benefit of exposing
many inadequate processes and procedures used within NATO in the context of the
external collaboration.

2 Focus Areas

Below we introduce in more detail the three innovation focus areas, which were tar-
geted by the incubator.

2.1  Cybersecurity Data Fusion

Cybersecurity data fusion? requires asset, threat, vulnerability and incident infor-
mation collected from several sources, both manually created and automatically gen-
erated, from both internal sources (e.g. network scans, asset databases) and external
sources (e.g. vulnerability reference information) to be combined in useful ways to
derive high quality information to support risk-based decision-making. This is often
challenging for organizations — the data is often conflicting, incomplete and of low
quality.

The objectives of this activity were to develop and demonstrate tools, which can be
used to track the pedigree of data * and compute metrics that measure the data quality,
including its reliability, and at the same time extract additional high quality intel-
ligence by fusing the data.

2.2 Agile Cyber Defence Situational Awareness

Cyber defence situational awareness (CDSA) ** requires a broad range of information
and data items coming from various sources that need to be collected, fused, analysed
and visualized. The data sources, the data formats, the analysis algorithms and the
visualizations need to be continuously adapted to the changing environment, the
evolution of systems and networks, and the rapidly evolving threats. It is therefore
necessary to explore agile and flexible solutions to build CDSA systems.

The objective of this activity was to design and build a demonstrator of an agile
CDSA system, based on technologies providing data storage, indexing, searching and
visualization with an agile data model (e.g. NoSQL °) and flexible visualization that
allows users to build custom views from queries. The demonstrator was to be prefer-
ably built using freely available open-source software such as Elasticsearch/ Kibana ’
or similar, so that it could be reused without restrictions by NATO and its partners.

The demonstrators were implemented according to a conceptual data model ®° that
had been provided by NATO at the beginning of the activity. They were tested using
scenarios and test data provided by NATO.
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2.3  Mobile Security

Mobile devices are playing increasingly important roles in the processing of infor-
mation. However, in addition to increased convenience, mobile technology also in-
troduces many new challenges. Due to the limitation on size, weight, and power con-
sumption, mobile devices provide typically less physical protection than desktop de-
vices traditionally used within NATO. At the same time, due to the way they are used,
mobile devices are more susceptible to loss or theft by an adversary. Thus, it is
important that the additional risk related to processing and storage of information in
mobile devices is properly taken into account when defining and enforcing access
control policies.

In many cases, mobile devices may be privately owned by NATO employees, in ac-
cordance with a Bring-Your-Own-Device (BYOD) concept,'® or non-NATO entities,
e.g. NATO partners such as non-NATO nations, non-governmental organizations, or
other international organizations. In such cases, the configuration of the device might
be only partially controlled by NATO. A mechanism for enforcement of applicable
NATO policies at the device needs to be devised.

Finally, the variety of sensors included in modern smart phones and tablets, as well as
the ability to collect location information, introduce new attack vectors and possible
side and covert channels, which need to be taken into account.

Despite all of the above security challenges, mobile devices also introduce potential
benefits for security. Most of the devices include some type of trusted computing
platform and support different types of user authentication. Mobile devices can also
provide context information about the user and his location, which can be used to de-
sign and enforce complex and fine-grained security policies.

The solicited project proposals were to address at least one of the following objec-
tives:

1. Providing a prototype and validation of enforcement of complex access con-
trol policies for mobile devices, including support for different security do-
mains, e.g. various NATO classification levels or BYOD;

2. Providing a prototype and validation of innovative applications enabling use
of mobile technology to improve the cybersecurity posture of NATO in
various areas.

3 Sample of Project Results

In order to illustrate the scale and character of the projects executed within the incu-
bator, we discuss below briefly some of the innovation projects executed in the mo-
bile security focus area. Four projects have been executed in this area, related to the
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BYOD concept, behavioural authentication, assisted labelling of information, and use
of post-quantum cryptography on mobile devices. We summarize the results of the
first three of these projects below.

3.1 BYODroid

Smart devices are becoming more and more ubiquitous in everyday life. Their con-
nectivity allows complex interactions with nearby objects and provides continuous
access to the Internet of services. They are powerful and flexible instruments for
many working environments. Thus, many organizations are interested in establishing
a BYOD policy is respect to the use of privately owned smart devices at their prem-
ises or for work purposes. BYOD security implications must be evaluated carefully.
Smart devices have advanced hardware and software capabilities, and if they have
access to corporate facilities they can be used to steal sensitive data through malware
applications or they can affect the behaviour of the ICT infrastructure by carrying out
sophisticated cyber attacks. Supporting BYOD while providing security guarantees is
currently an open issue that is being addressed by both industry and academia. Most
existing commercial BYOD security solutions consist of mobile device management
(MDM) systems. The security controls provided by a MDM solution typically target
the device behaviour as a whole, for instance by enforcing a black list of undesirable
applications. But these controls are often too coarse-grained to capture the actual
security policy of a complex organization. BYODroid was proposed as a technology
that allows automatic assessment of whether or not applications installed on a mobile
device comply with the security policy of an organization.*! The used policy language
is expressed through a specification language that is expressive enough to capture the
policies of real organizations.

Owing to the sensitivity of the managed resources, the NCI Agency infrastructure is
subject to strict rules and behavioural policies that employees as well as visitors must
adhere to. The use of mobile devices such as smartphones is restricted and, in some
cases, prohibited. During the project two goals were pursued. The first was to evalu-
ate the applicability of the BYODroid policy framework to the NCI Agency security
rules for mobile devices. We started by processing existing documentation and secu-
rity guidelines in order to extract a BYOD policy. This process involved active ses-
sions with the NCI Agency security experts, in which the security rules were refined
and precisely formulated. This allowed specification of an unclassified test policy
covering several pertinent aspects of the security-relevant operations that a mobile
device can carry out within the NCI Agency infrastructure. The second goal was to
deploy the BYODroid support inside the NCI Agency ICT perimeter. This activity
required an extension of BYODroid with extra components for authentication and
authorization of the users. In particular, a role-based policy management system had
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been added, which allows the security administrator to specify different policies for
different roles. Users are assigned to one or more roles and roles can inherit existing
security policies from a parent, super-role. The actual policy that a user is subject to
is obtained as the conjunction of the involved policies.™

3.2  Behavioural Authentication

The search for new authentication methods to replace passwords for modern mobile
devices such as smartphones and tablets has attracted a substantial interest in recent
years. As a result, several new behavioural biometric schemes have been proposed.
Most of these schemes, however, are uni-modal. Within the innovation project we
have investigated a new bi-modal behavioural biometric solution for user authentica-
tion, called Hold & Sign. The proposed mechanism takes into account micro-move-
ments of a phone and movements of the user’s finger during writing or signing on the
touchscreen. More specifically, it profiles a user based on how he holds the phone
and based on the characteristics of the points being pressed on the touchscreen, and
not the produced signature image. Although typing a PIN might seem to be easier
than writing something on the touchscreen, a PIN can be forgotten, whereas most
users remember their own name. Moreover, launching shoulder surfing and smudge
attacks to steal PINs and passwords is relatively easy. In our method, even if an
attacker knows what is being written, access is still denied because he cannot mimic
the phone movements of the legitimate user.

Hold & Sign offers two advantages over traditional mechanisms. Firstly, a user can
write his own name in an unconstrained way with a finger on the smartphone’s
touchscreen, which makes memorability and repetition easier. There is no need to
remember a password/pattern and no need to keep them secret, thus eliminating the
problem of sharing and stolen passwords. Also, it is easy to integrate and implement
in most modern smartphones without the need for additional hardware. Hold & Sign
can be used as a stand-alone method or can be used in conjunction with other well-
established mechanisms for additional security. Since signature-based authentication
is already deployed for user identification and it is also very common to use finger
movements for navigating documents, e.g. web pages, photo albums, messages, etc.,
we expect our solution to receive positive user acceptance. More detailed discussion
of the behavioural authentication concept and of the project results is available in
other recent publications.*****

3.3  Intelligent Classification

The intelligent classifier experiment was focused on examining whether the machine
learning techniques '**"*® can be used as part of the automated classification tech-
niques that NATO is currently exploring in the context of object-level protection.
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In the intelligent classifier approach, the classifier makes use of statistical information
about the appearance of words in a document to identify key patterns (called small
worlds) and, subsequently, a machine learning system based on artificial intelligence
is taught to categorize documents by these small worlds. A policy analyser is used to
determine, based on the identified category, how the document should be handled and
may inform, advise or enforce any decision, as well as log the outcome. A pilot study
of the classifier in relation to NATO documents was carried out. The classifier took a
sample of (now de-classified) NATO documents from the NATO Archive to
determine if the Helmholtz classifier *’ can categorize them to an acceptable degree of
accuracy.

The aim of the demonstrator was to take a large set of existing documents and convert
them (from searchable PDF images) into text format so that the classifier could be
applied. Depending on the operational environment different minimum values of
classification accuracy A; were required. If the machine learning approach is used in
a scenario in which the proposed classification level is reviewed by a human, an A, >
95 % may be acceptable, whereas in a fully automated classification environment
handling documents of potential high sensitivity, an A, > 99.9 % may be required.

The data set used was a large sample of NATO de-classified documents from the
1950s available in the NATO Archives. A commercial OCR conversion program was
used to render the documents into text form. A sample of documents from a homo-
geneous operational area (military committees) was identified for training purposes.
This was divided into training, validation and test sets on the basis of the documents
original classification. It was assumed that the original classification was sufficiently
accurate to give a low probability of error resulting from initial misclassification.

Although the classification accuracy Ac = 80% achieved during the experiment was
well below the required operational accuracy, the results from the experiment were
promising. First, the low Ac was to a large extent a result of the limitations imposed
by the quality of the available data set and would be significantly improved if a fully
machine-readable data set were used. Furthermore, we were able to demonstrate that
the process does not require prohibitive computational resources, in fact it can even
be executed on a mobile terminal. Finally, we demonstrated that correct classification
did not depend on the existence of security tags in the document (such as top secret or
unclassified) but made use of the entire contents of the document to provide pattern
recognition at a semantic level. More detailed discussion of the project results can be
found in our recently published work.™
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4 Lessons Learned and Recommendations

One of the important goals of the cybersecurity incubator project was to gather initial
experience with performing rapid innovation within NATO and with new ways of
working with our industrial and academic partners. Many lessons were learned which
we believe might be useful for other international and governmental organizations
contemplating involvement in the innovation activities in some rapidly developing
areas of interest such as cybersecurity.

The lessons learned and recommendations can be divided into five main areas, and
include the overall concept; coordination and management; communication and col-
laboration; infrastructure; and legal considerations. All these areas are discussed in
more details in the sections below.

4.1  Overall Concept

4.1.1 Incubator Focus

In order to maximize the chances of success, it was found that the number of focus
areas was too large and that the individual topic definitions were perceived by the
applicants as too broad. Informal discussion with industry indicated that when they
conduct similar activities, even in a single well-defined area, they expect that only
about one in ten projects will result in a successful capability in production. There-
fore, in the future, we would anticipate having individual incubation activities, with
potentially several parallel projects, focused on just one topic area and the topic de-
scribed in terms of a detailed and well-defined problem statement. This approach
would also minimize a risk that some broad concepts, e.g. Big Data, are misread, at-
tracting a lot of proposals focusing on specific issues without relevance to NATO.
Furthermore, the use of a common terminology as well as a common understanding of
the NATO context are two key elements for an effective dialogue with industry and
academia. We believe that this more specific focus and precise formulation of
problem statements, combined with a well-structured selection process, will maxim-
ize the opportunities for successful outcomes.

4.1.2 Incubator Applicability

Although the incubator was conducted in support of the cyber domain, the concept
has applicability across a wider set of ICT domains of interest to NATO. Although
the next few incubators that the NCI Agency is currently considering would almost
certainly be concerned with problems identified in the cyber world, in the future the
concepts may also be extended to other problems across a wider set of topics of in-
terest.
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4.1.3 Flash-to-Bang Approach

We incubate to define requirements based on the problem statement while at the same
time developing or adapting potential solutions to those problems. This is an
important concept, that is, the simultaneity of the development of a deeper under-
standing of the problem while at the same time developing an instance of a solution.
This is fundamental and is the strength of the approach as a way to closing the ever-
widening gap between the advancement of technology and threat capabilities. It was
realized that this pilot activity was only focused on the first part of the problem. What
the incubator did not consider is a way to pull the solutions through the next stage,
and into production. This second step is considered in more detail in Section 5.1.

4.1.4 Fail Fast

One of the terms, that has come into common usage when dealing with innovation is
Fail Fast, meaning that an organization should not be scared to have failures and in
fact celebrate these, as long as something is learned. The incubator framework gives a
perfect vehicle for this as there are several off-ramps inherent in the process. An easy
point to terminate ideas that are not proving entirely satisfactory is at the end of the
incubation phase, prior to putting things into production. This means that the risk that
the Agency is assuming is limited to only the limited incubation funding available. It
would probably also be wise to introduce an earlier gate, perhaps at the mid-point of
the incubation where ideas that are not showing value could also be terminated.

4.1.5 Diversity

Innovation is expedited through diversity. A variety of viewpoints and skills are often
needed to break conventional ways of looking at problems. Diversity can take a wide
variety of dimensions: gender, age, educational background, ethnicity, discipline, and
so on. When selecting teams this should be taken into account. A team of pure
software engineers, consisting of middle aged white European males, is less likely to
devise a rounded solution, or even an innovative one, than a more diverse team.
Diversity should be encouraged and become a normal and praised feature of
innovation teams, including those that deal with incubation.

4.2  Coordination and Management

4.2.1 Establishment of the Programme Board

In order to ensure proper internal coordination and effective prioritization of NATO
needs, it is recommended that an innovation programme board is established, involv-
ing all relevant stakeholders from NATO. The prime purpose for the programme
board is to drive the programme forward and deliver the outcomes and benefits.
Members will provide resource and specific commitments to support the Senior Re-
sponsible Owner who is accountable for the successful delivery of the programme.
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4.2.2 Efficient Process to Enable Incubator Activities

Conventional processes and regulations governing sharing of information or pay-
ments from NATO were not well suited to the short-term, low-cost, agile nature of
the incubator.

The development of a standard legal agreement describing information sharing, non-
disclosure, IPR and payments would simplify and speed up the administrative effort
needed to support incubator activities. This could replace the custom-made agree-
ments which are currently in use, each based on the external partner’s usual non-dis-
closure agreement.

While the grant collaboration mechanism results in NATO funds being paid to in-
dustry or academia, the intent is very different in comparison to the conventional
NATO acquisition process. A simpler mechanism that treats incubator grants differ-
ently to acquisitions would simplify the process for both NATO and the incubator
partners.

4.2.3 Well-defined Project Initiation Process

The process of identifying needs, prioritizing them, harvesting innovative ideas and
making final project selections is essential in order to ensure the effective exploitation
of the developed solutions through the NATO common funded procurement process
or other methods. Thus, it is recommended that a well-defined and agreed process is
followed during the innovation project initiation phase, ensuring proper involvement
of all stakeholders and proper funding of the activities.

Identifying needs and harvesting innovative ideas should draw on all sources availa-
ble across NATO and Nations, and should include specialists in identification of
threats and technology subject matter experts, as well as IT service providers and the
user community. The relevant stakeholders within NATO include the Cyber Defence
Committee (CDC),?° Emerging Security Challenges Division (ESCD),* the Collabo-
rative Cyber Defence Centre of Excellence (CCD CoE),? the Science and Technolo-
gy Organization (STO),? Allied Command Transformation (ACT),?* Allied Com-
mand Operations (ACO),% and the NCI Agency.”®

An important open question is whether this large group of the stakeholders in NATO
cybersecurity can provide the required support to the innovation activities as part of
their regular activities, or whether an additional mechanism or organization is needed.
Prioritization of the identified needs, to make final project selections, is a process
which should be inclusive of all interested parties, while being as responsive as pos-
sible.
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4.2.4 Timescale

Sufficient time shall be planned for both project initiation and project execution. It is
recommended that the initiation phase (from identification of the innovation needs
and ideas to project selection) takes 3 to 6 months, and the project execution phase
takes 6 to 12 months. These longer timescales would be particularly beneficial to
smaller companies and would encourage their involvement within the NATO Cyber
incubator.

Many industry and academic partners indicated that it is difficult, if not impossible, to
assign resources to otherwise interesting activities at such short notice. Advanced
planning and advertising of the intent to use this methodology can help.

4.2.5 Resources

The pilot project showed that running an incubator requires a high level of involve-
ment from the NCI Agency staff, in order to drive the collaboration projects in the
right direction and deliver benefits. As a consequence, the appropriate resourcing of
innovation projects with NATO subject matter experts should be considered as a key
element for the success of the initiative.

Execution of innovation projects is a resource intensive activity and a proper staffing
of the innovation activities needs to be ensured. Sufficient availability of internal per-
sonnel not only increases the chances of the project success, but also increase the ca-
pability for transferring project results to the NATO capability development and pro-
curement processes.

It is difficult to request funding on the same timescale as needed for project initiation.
Seeking funding only after projects are identified will not allow the reaction times
needed. Therefore, it is recommended that an overall core funding source (or budget)
be established for these activities. Specific technical activities would be selected and
then funded within this overall budget. Additional contributions could be made by
any parties, e.g. NATO, Nations, industry, but that would be in addition to the core
funding.

4.3 Communication and Collaboration

4.3.1 Communication Platform

The build-up and maintenance of the innovation ecosystem is a critical and resource
intensive activity. Care should be taken that enough human resources and time are
reserved for these tasks. An effort shall be made to provide direct and open commu-
nication with potential partners, including the initial stages of the initiative design.
Responses received during the pilot project suggested that industry appreciated this
and it made NATO seem much more open and accessible.
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It is recommended to develop a common strategy for addressing partners’ interests
regarding procurement and capability development issues in relation to the innovation
activities. This would ensure that all possible questions can be answered swiftly and
correctly, and guarantee that the discussion about wider perspective does not obscure
the main objectives of the specialized technical events.

4.3.2 National Platforms and Clusters

Establishing direct contact with the widespread cybersecurity industry would require
resources which are unlikely to be affordable to NATO. Therefore, an integrated plan
for involving and leveraging existing national cybersecurity platforms and clusters
within NATO and partner nations should be developed and maintained.

The national cybersecurity platforms and clusters offer several important advantages
for NATO innovation activities. First of all, they enable reduction of the coordination
and travel costs by offering access to lots of companies at the same time. They also
isolate NATO from direct interaction with specific companies, thus proper care has to
be taken that direct communication channels with industry and academic partners are
maintained and only facilitated and amplified through the involvement of national
cybersecurity platforms and clusters.

Although, inherently, the national clusters are focused on supporting national indus-
try, it was experienced that clusters are interested in information sharing and in-
volvement of foreign partners, mainly with the objective of attracting them to help
foster their local economy. This natural interaction can be exploited by NATO to help
synchronize cybersecurity activities between different nations. The current experience
has shown that there has not been an unacceptable bias when working with a specific
national cybersecurity collaboration platform, e.g. HSD.

4.3.3 SME Collaboration Partners

Although potentially of higher risk, there are considerable benefits in working with
SMEs and start-ups in the development of innovative cyber defence solutions. Further
effort should be made in the future to take the risk and select SMEs to partner with,
harness their innovative potential and help mitigate the lack of adequate investment
and visibility they often face. Smaller companies are more dynamic and able to
provide product development to accommodate our requirements while offering
agility, flexibility, innovation, commitment, customer focus, and niche or specialist
kills and capabilities. To take full advantage of partnerships with SMEs, a pilot
project targeting exclusively SMEs should also be considered, as having to compete
with large companies often discourages SMEs from participating.
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4.3.4 Collaboration through ACT

The ACT Innovation Hub provides a natural reach out opportunity towards North
American innovation partners. The cybersecurity innovation incubator can also lev-
erage collaboration infrastructure and processes already established by the ACT In-
novation Hub in order to reach out efficiently to a larger set of stakeholders.

4.3.5 Collaboration through STO

Collaboration with STO can include several dimensions. First of all, results of STO
activities, including working groups, exploratory teams, seminars, van Karman hori-
zon scanning, etc. provide valuable input for defining the prospect focus area for in-
novation activities. Secondly, STO can be used as an outreach towards national re-
search organizations, industry and academia in order to provide proper awareness
about, and participation in, NATO innovation programmes. Furthermore, STO activi-
ties can be used as a dissemination and additional discussion channel for the results of
the innovation projects.

4.3.6 Collaboration through CCD CoE

The primary role of the CCD CoE is to provide an environment for gathering and
developing cybersecurity requirement from its Sponsoring Nations. Through the Re-
quests for Support received from its Sponsoring Nations, the CCD CoE has a good
overview of the innovation needs of its stakeholders. These requirements could in-
fluence the focus areas chosen for the innovation projects.

CCD CoE could also participate in the Innovation Programme Board and provide
subject matter experts for the evaluation of the project proposals. Moreover, CCD
CoE could act as an additional outreach partner towards industry and academia within
participating NATO nations. The CCD CoE events, including both cyber exercises
(e.g. Locked Shields) and conferences (e.g. CyCon), could be used as an effective
dissemination channel and validation environment for the results of the innovation
activities.

Finally, the opportunities for direct involvement of the CCD CoE subject matter ex-
perts into the execution and support of the individual innovation projects is a matter
that that should be further discussed between the CCD CoE and its sponsoring Na-
tions.
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4.4  Infrastructure

4.4.1 Collaboration Infrastructure

An effective collaborative IT environment offers several important advantages. In
addition to enabling information sharing, it also allows a community to interact freely
on a wide range of innovation topics.

During the incubator execution, the collaboration environment provided by the Dis-
tributed Networked Battle Labs (DNBL) framework *” was used. The DNBL provides
a web based environment for communities of interest (COIs) to facilitate linkage and
coherency between national and NATO capability interoperability development
efforts. It is based on the concept of collaboration between different COIls through
built-in document sharing features. These document-sharing features were very
relevant to the information sharing needs of the cyber incubator, but they turned out
to be insufficient for fostering effective collaboration. The additional required
features included remote presence and a conferencing environment, versioning capa-
bilities beyond Microsoft documents, and a scientific and technical citation system.

A number of existing collaborative IT environments are currently being assessed for
their suitability to the future needs of NATO and its incubator partners. The final se-
lection of the collaboration environment will be performed based on offered func-
tionality and cost.

4.4.2 Integration Infrastructure

Cyber defence capability development in NATO would benefit from the availability
of an integration platform that would allow innovation stakeholders to develop, share
and enhance an interoperable collection of CIS security solutions and systems. In
their technical report,® the STO IST-096 research task group provides an initial
specification of an integration platform that could be used by NATO and NATO Na-
tions to address this problem.

The benefits of providing a common platform for research and development are the
following:

e Foster technology advancement in CIS security;

e Enable independent and interoperable research and development;

e Enable rapid exploitation of innovations from (and to) industry, academia,
and allies;

e Align research and development on a common framework.
Without an integration platform, each innovative solution stands alone, and does not

leverage and build upon the other current and new solutions. Further, operators re-
quire specific training for each, which wastes time and resources. Any integration
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platform must support not only cybersecurity, but also the core and functional 1T
services which cybersecurity functions protect.

It is recommended that an integration platform, representative of a NATO CIS and
able to support cybersecurity innovations, is adopted and made available to solution
providers in both independent (e.g. virtual machines) and hosted (e.g. on the NATO
cyber range) configurations. Solution providers could then install and demonstrate
their solutions in a simulated NATO context. Beyond providing the environment, it is
recommended that solution providers be required to demonstrate their solutions on
the integration platform so that all solutions are compared under the same conditions,
and so that all innovations, though built independently, can fully leverage the other
solutions on the integration platform.

4.4.3 Proposal Handling Infrastructure

In order to increase efficiency, compliance with requirements, and accountability, an
electronic system should be implemented supporting submission, handling and eval-
uation of proposals. Such a system could be based on, or used for, submission of in-
novation proposals across a range of technology areas.

4.5  Legal Considerations

4.5.1 Delineation with NSIP Procurement

Tasks and activities associated with this programme of collaborative innovation pro-
jects need to be carefully coordinated with the appropriate NATO bodies in the event
any acquisition activity is anticipated and/or authorized under the NATO Security
Investment Programme (NSIP)? or other funding arrangements. This is to ensure that
there is no unfair advantage for prospective bidders, or conflict of interests with any
project or programme. Exclusion clauses, where considered appropriate, may be
applied on a case by case basis but any exclusion will be considered exceptionally.

4.5.2 Release of Calls for Participation

The NCI Agency, based upon the initial focus areas and selected business cases, is
responsible for the invitation to candidates based upon the level of interest from in-
dustry and the NATO (and partner) nations. Future collaborative innovation projects
will be announced by a call for proposals, followed by a kick-off event or formal
documented invitation and followed by a workshop where industry, government and
academia can present their cases under stated evaluation criteria.

Invitations will be issued to those nominated/selected companies, academia or gov-
ernment organizations in accordance with NATO acquisition policy and procedures.
Industry, government and academia are encouraged to enter into arrangements with
NATO, such as the Basic Ordering Agreements (BOA),* a recognized NATO pro-
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gramme with policy and procedures, so that NATO has a ready repository of exper-
tise, skills and experience in addition to agreements, and terms and conditions, that
can be readily used once candidates have been selected. The BOA programme may
not be appropriate for all organizations such as government and academia but similar
arrangements can be established through Memoranda of Agreement or Technical Ar-
rangements, depending on the requirement.

4.5.3 Selection of Candidates

The Innovation Programme Board under the jurisdiction of the appropriate committee
will be responsible for the selection of candidates based upon the selected focus areas
and business cases and proposals provided by the appropriate NATO committees and
bodies.

Proposal evaluation and recommendations will be made by the subject matter experts
responsible for the individual focus areas who evaluate the proposals (in conjunction
with NCI Agency involvement) and make recommendations for those proposals to
take forward, based on key criteria including operational relevance, technical rele-
vance, costs and risks.

Following evaluation, recommendations will be made to the Innovation Programme
Board for final selection of the candidates commensurate with the funding arrange-
ments available for the specific round of call for proposals.

Subject to the final selection of candidates, both successful and unsuccessful candi-
dates will be notified. Contracts will be established with the selected candidates in
accordance with the appropriate acquisition and financial procedures.

As a result of the analysis of the pilot innovation programme, we have identified that
we should be looking at several factors in the selection:

1. The technical merit of the proposed solution to the problem. This should
consider the match of the solution to the problem and the technical merit of
the solution;

2. The likelihood that the solution can be delivered in the defined time frame.
This needs to consider the maturity of the solution proposed and the time-
frame within which the solution is needed;

3. The team being proposed. This needs to evaluate if the company is willing
and able to bring the commitment, agility and speed needed to make the idea
a success;

4. The through life costs. An initial understanding of the through life costs of
the solution should it be put into production, needs to be considered.
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Much of the selection is going to be down to the judgment of subject matter experts,
and, consequently, will be less rigorous than a formal government competition usu-
ally allows.

4.5.4 Terms and Conditions for Intellectual Property Rights

In line with the principles, aims and objectives captured above, intellectual property
rights (IPR) will be applied on a mutually beneficial basis. Generally, NATO will ap-
ply terms and conditions which are mutually beneficial to Industry and NATO, and to
permit NATO to use data, disseminate information and take copyright in the work to
be performed. The rights applied shall be sufficient to enable NATO to use the results
of any specific innovation work performed by the candidates for the relevant
business.

455 Legal and Contracting Framework

Generally, the processes above will be conducted in accordance with the NATO ac-
quisition policy, procedures and regulations subject to the funding source, direction
and the authorizations of the appropriate committees, budget holders and programme
boards responsible. Tasks and activities contracted under this selection will be subject
to a contractual arrangement, whether this be a contract with industry or an agreement
with government or academia, which requires a mutually agreed arrangement between
the parties.

5 Transition from Incubation to Operation

While the approach used in the incubator pilot activity proved useful to identify, un-
derstand and begin to mature promising technologies of potential value to NATO, an
open issue remains as to how best to pull these ideas through into service operations
in timeframes that are relevant to the expressed needs.

Normally, acquisition of NATO operational capabilities (on which end-user services
are based) are the subject of the NATO Security Investment Programme (NSIP). This
framework, while providing good visibility and governance, can consume many years
from inception to capability delivery, as it involves a number of lengthy stages —
Capability Package (CP), Joint Staff Screening Report (JSSR), Type B Cost Esti-
mates (TBCE), Invitation for Bids (IFB), Contract, delivery of the capability by in-
dustry and ultimately transition into service operations. There are abbreviated pro-
cesses for urgent requirements but even when approved for use these can take con-
siderable time to deliver capability.

Whereas many decades ago defence requirements spearheaded the development of
new technologies (such as the Internet), and in that way drove progress in the com-
mercial world, today the situation is reversed and keeping with the advancements that
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are being fielded in the commercial world is a challenge for NATO and most NATO
Nations. The NATO processes have now reached the point where they are lengthier
than the expected life of the IT capabilities that are being acquired. This means that
the next cycle of the process has to begin before the previous has even begun to
deliver. This increases the risk of projects delivering yesterday’s technology that is no
longer relevant.

Our potential adversaries are likely to be less constrained by lengthy acquisition pro-
cesses and so they can quickly adopt the latest commercial offerings to meet their
needs. This is true across the whole of the IT domain but perhaps most germane in
the area of cyber defence. NATO must find ways to balance the internal checks that
the NSIP processes provides with the compressed timelines that it must be responsive
to if it is to stay relevant. If after completing an incubation activity nothing is put into
service for several years, then it will in many cases be of little relevance before it
arrives.

In the incubation activity that was undertaken, there was no the scope to define a so-
lution to this problem; rather it was identified that there is need to develop a path that
can take capability from an incubator environment and transition it to service opera-
tion in a relevant timeframe. An initial set of principles for such a process were iden-
tified:

1. Adgility is key. Change is the norm and the process needs to be able to deal
with continual change of both requirements and solution possibilities;

2. Governance needs to be based on outcomes, not on processes. The current
model allows checks and balances to be made at every stage of the path
leading to lengthy implementation cycles. The trend is towards ever increas-
ing checks, and additional governance. More attention needs to be put on the
ends rather than the means;

3. Development of IT systems is moving from a paradigm of time-boxed pro-
jects delivering fixed capability to a continuous development paradigm. Ma-
jor projects need only be undertaken when there is a step change in capabil-
ity needed. The norm is for changes to be small, continuous and relevant.
This is true across software development, infrastructure enhancements and
cyber defence evolution;

4. Start / stop funding cannot keep up with the pace of change in the threat and
the solutions spaces. The norm needs to be a constant stream of resources
that are available to evolve capability to match the continuously changing
need; and

5. Competition needs to occur early in the process, likely at incubation, before
requirements are fully defined and before solutions are developed, matured
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and understood. This allows the development of the solution without preju-
dicing future competitions in favour or against the organizations involved in
the incubation. It favours innovation and industries of all sizes rather than
favouring large industry alone.

These principles should be further developed and refined in future cyber incubator
activities.

Possible Competition and Exploitation Models

Several models are open to ensure that competition takes place within the incubator
deployment process. The conventional NATO procurement methods are based on an
environment where the requirement, threat and technology do not move rapidly. Fig-
ure 1 shows how current procurement projects can factor in the acquisition time in
order to deliver current technological solutions.

This mechanism may be effective where there is a long and stable history of techno-
logical development. Cybersecurity is one area where there is less stability or pre-
dictable trends in technology development and therefore the model of Figure 2 may
not align well with the rate of technological change, either to the solutions or to the
threats / requirements.

mature
technologies

At = duration of
an acquisition

project

Ap = predictable increase in
capability

Performance

Time

Figure 1: Mature technology performance and procurement process.
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The incubator concept was conceived to de-risk and dramatically decrease the time to
develop responses to the NATO cybersecurity challenges. It provides a more re-
sponsive model for cooperation between NATO and suppliers (industry, academia) in
sharing challenges and potential solutions. There are a number of models for NATO
to apply solutions developed through a cybersecurity incubator. The level of effort for
enterprise-wide deployment of incubator outputs may be significant. Below are some
possible options to balance the competitive nature of NATO procurement processes
with the agility needed to adequately support the NATO cybersecurity posture.

Option 1: Competition at incubator proposal stage: The calls for incubator proposals
shall be openly distributed. The process to select and resource proposals shall be
clearly documented. Estimated costs to deploy the results of the incubator output
shall be included in the proposal and shall be considered during selection of pro-
posals. NCIA will have the option to carry out an enterprise wide deployment of in-
cubator proposals in conjunction with the proposing organization.

Option 2: Competition at incubator completion stage: Proposals will be screened and
an impartial assessment made of which incubator proposals to support. Proposals
which are supported and which lead to outputs which NATO wishes to deploy enter-
prise-wide will then be used as input to a competitive process. Enterprise-wide de-

mature
technologies

immature
technologies

At = duration of an
acquisition project |

Performance

Ap = increase in capability
is unpredictable

Time

Figure 2: Immature technology performance and procurement process.
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ployment will be treated as a separate procurement, conducted in accordance with
NATO acquisition regulations. It is recommended that the default position is that the
incubator proposer is allowed to compete in this process.

Option 3: Competition of enterprise-wide deployment: A priory, NATO conducts a
competition to identify a partner which could conduct the enterprise-wide deployment
of successful incubator outputs. This would use a similar mechanism to that used at
present to compete the service support contracts, where the exact scope and scale of a
task is not known. This has the advantage that deployment is not delayed by the need
for competition after the incubators complete.

Option 4: Incubator partner deploys: In this option the successful incubator partner is
given the option to conduct the enterprise-wide deployment at a cost to be defined by
NATO (based on NCIA expertise in cost-estimation). This procurement model would
require changes to the current procurement regulations, but speeds up the option for
deployment.

6 Conclusions

The ever-increasing pace of technological development, as well as emergence of new
stateless adversaries and threat vectors, makes the traditional NATO approach to the
technical capability development inadequate for addressing the emerging security
challenges in cyber space. In order to mitigate this situation, we describe an incubator
framework, which provides a physical and virtual environment enabling industry, in
particular small and medium-sized enterprises, science and technology organizations,
academia, and national defence labs, to collaborate on innovation projects on the
basis of either voluntary, nationally funded or NATO commonly funded contri-
butions.

The proposed incubator framework has been practically validated and technical re-
sults have confirmed the feasibility as well as the benefits of setting up a cyber incu-
bator within NATO. This disruptive approach to capability development has demon-
strated effectiveness in approaching technical challenges in a rapidly moving field,
through close and agile work between diverse partners.

The main lessons learned from our experiment result in a number of recommenda-
tions, including required changes to the internal and external NATO processes and
procedures and the adoption of a new innovation-friendly and risk-tolerant organiza-
tional culture within NATO.

Key recommendations include the leveraging of existing communication and labora-
tory infrastructure as well as the expertise and processes developed by the NCI
Agency, industry and ACT in support of innovation. An integration platform would
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provide innovation stakeholders with an environment representative of NATO CIS in
which specific products or solutions can be developed and demonstrated with the ob-
jectives of enabling independent and interoperable solution development, as well as
rapid intake of emerging cybersecurity technologies to respond to global threats.

It is also necessary to consider the funding model. Funding should be made available
to provide external stakeholders with a financial incentive to address NATO specific
technical challenges in a predictive manner. This should help facilitate cooperation
though the incubator and will broaden the range of participants.

Whilst the incubator has successfully demonstrated the ability to provide a framework
to bring rapid results from academia and industry to NATO, it needs to be extended
to facilitate the outputs being deployed by NATO for operational use. This could be
the target of a second stage of the incubator.
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