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ABSTRACT:

This article presents the results of the analysis of governance and management
practices of Collaborative Network Organisations (CNOs) in the Science and
Technology domain. The aim is to support the process of designing a govern-
ance model of a cybersecurity network by identifying best governance and man-
agement practices of existing collaborative networks. The results presented in
the article are based on the analysis of governance models of three relevant
organisations: (1) NATO Science and Technology Organization; (2) the Gigabit
European Academic Network; and (3) the European Defence Agency’s Capabil-
ity Technology Groups. The common ground is that they are regarded as CNOs
with a high degree of centralisation of funding streams and a high degree of
centralisation of the main business and governance decisions. The method of
analysis includes a literature review and desktop research. The information
sources used for the analysis are official legal documents about the CNO’s gov-
ernance and management, especially for potential members and customers’
engagement; organisation and expected competence level and behaviour of
CNOs’ members; the charters, decisions, reports issued and approved by the
central or regional governance bodies of the organisations.
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Introduction

The European Union Cybersecurity Strategy: An Open, Safe and Secure Cyber-
space! defines the cyber threat among the most important for the Union and the
EU Member States (MS). To respond to this challenge the European Union aims
at creating a reliable, safe, and open cyber ecosystem. Therefore, in 2018, the
European Parliament and of the Council issued a “Proposal for a Regulation on
establishing European cybersecurity industrial, technology, and research compe-
tence centre and a network of national coordination centres” (COM(2018) 630)
The EU R630 recommends the new cyber ecosystem to include both a central
governance body (i.e., a hub) and regional (or sectoral) centres.?

To boost the collaborative Science and Technology efforts at the European
level, the European Union’s Horizon 2020 programme funded four pilot projects
in 2019 focused on the process of establishing European cybersecurity indus-
trial, technology, and research competence centre and a network. The “Euro-
pean network of cybersecurity centres and competence hub for innovation and
operations” (ECHO)? is one of these pilot projects. Among the main objectives
of ECHO is to design and to implement a governance model of cybersecurity
Collaborative Networked Organisation.

This paper presents the results of the analysis and identified best governance
and management practices of Collaborative Networked Organisations (CNOs) in
Science and Technology (S&T) domain. The purpose is to develop and to formu-
late one possible alternative for ECHO governance model based on the exami-
nation of existing relatively similar S&T networks.

The review of academic literature about business and governance models of
CNOs* allows identifying some important characteristics of such kind of organi-
sations that make them feasible to design a governance model of a cybersecu-
rity network. Among the most important are: (1) flexibility, decentralized plan-
ning and control, and lateral ties with a high degree of integration of multiple
types of socially important relations across formal boundaries; (2) members of
CNOs are autonomous organizations that come together to reach goals that
none of them can reach separately; (3) CNOs are particularly suitable for cir-
cumstances in which there is a need for efficient, reliable information; (4) in
CNOs the most useful information does not flow down the command chain; ra-
ther, it is obtained from someone with whom one has had prior dealings and
has found to be reliable.” %7

Method

To achieve the objective of the ECHO project, namely design and implementa-
tion of a business and a governance model of the network, several sequential
steps have been implemented.

First, the international team from the consortium analysed the governance
models of 92 selected existing CNOs based on a commonly agreed template.
The team documented some key governance characteristics of these organisa-
tions like the number of members, the number of countries represented, types
of partners (business, military, academia, non-governmental, etc.), legal status,
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goals according to the statute, horizon of collaboration, rights and obligations
of the members, decision-making process, governance and executive bodies,
mechanisms for assuring fair representation on the governance bodies, external
stakeholders & engagement, network engagement model, fundamental gov-
ernance documents, auditing (internal and external), dispute/conflict manage-
ment, ethics, transparency, etc.

Second, as a result of this initial step of the study, the ECHO team classified
the analysed CNOs and identified four clusters of networks within two main di-
mensions: the type of funding sources (public vs. customer) and the degree of
centralisation (fully centralised vs. fully decentralised).?

The four clusters were named as follows: (1) “A high degree of centralisation
of funding streams and a high degree of centralisation of the main business and
governance decisions”; (2) “A high degree of centralisation of funding streams
and medium degree of centralisation of the main business and governance de-
cisions”; (3) “Distributed and balanced funding streams (i.e., public funding and
commercial sales) and a high degree of centralisation of the main business and
governance decisions”; and (4) “Distributed and balanced funding streams and
medium degree of centralisation of the main business and governance deci-
sions.” Additionally, these networks were analysed from the perspectives of
members’ representation in the governance and management bodies, as well
as from their voting rules. Third, to structure the information about the govern-
ance and management practices of the analysed CNOs, the following criteria
have been defined and used: (1) Scope, diversity and management of complex-
ity; (2) Number of participants and attractiveness; (3) Stakeholders, customers
and potential member engagement; (4) Maintaining the network goal consen-
sus; (5) Maintaining the trust within the network; (6) Centralisation and hori-
zontal links; (7) Network competences and certification procedure; (8) Risk
management and shared funds. It is important to mention that the definition of
those criteria is a result of joint research in the framework of the consortium,
and they have been agreed among the ECHO Partners. The same criteria were
applied from four ECHO teams to develop four alternative governance models
based on the analysis of typical CNOs pertaining to the four distinct clusters.
Fourth, following the above-defined criteria, the author analysed the key char-
acteristics of the governance models of three typical CNOs in S&T domain that
belong to the first cluster titled “A high degree of centralisation of funding
streams and a high degree of centralisation of the main business and govern-
ance decisions.” These are (1) NATO Science and Technology Organization; (2)
the Gigabit European Academic Network; and (3) The European Defence
Agency, Capability Technology Groups. Finally, the key characteristics of the an-
alysed CNOs have been summarized from the viewpoint of their relevance for
the development of a governance model of a Collaborative Networked Organi-
zation for Cybersecurity Research. The information sources used in the analysis
are official legal documents about the CNOs’ governance and management, es-
pecially for activities about potential members and customers’ engagement; or-
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ganisation and expected competence level and behaviour of CNOs” member or-
ganisations; the charters, decisions, reports issued and approved by the central
or regional governance bodies of the CNOs, etc.

Results: Analysis of Governance Models of Existing Networks

The analysis of the governance models of the three existing relatively similar
networks in S&T domain has the purpose to identify what is common and what
is different in the governance and management practices, the perspective of
collaboration, funding principles, decision-making processes, organisation and
implementation of S&T activities, CNO’s structure, etc. In the following rows,
the main characteristics of the analysed CNOs are presented.

NATO Science and Technology Organization

The NATO Science and Technology Organization (STO) is the largest in the world
collaborative research forum in the field of defence and security. In 2020, the
goal of STO is to pursue long-term efforts in strengthening the Collaborative
Program of Work (CPoW). This joint programme is highly attractive to experts
as the network is steadily growing, today comprising approximately 6,500 sci-
entists, engineers, and analysts originating from 30 NATO and 48 partners. They
expect to have more than 300 active research teams during the year.’

The mission of the NATO STO is to help position the Nations’ and NATO’s S&T
investments as a strategic enabler of the knowledge and technology advantage
for the defence and security posture of NATO Nations and partner Nations, by
a) Conducting and promoting S&T activities that augment and leverage the ca-
pabilities and programmes of the Alliance, of the NATO Nations and the partner
Nations, in support of NATO’s objectives; b) Contributing to NATO’s ability to
enable and influence security and defence-related capability development and
threat mitigation in NATO Nations and partner Nations, following NATO poli-
cies; c) Supporting decision-making in the NATO Nations and the Alliance.

The STO aims to meet to the best advantage the collective needs of NATO,
NATO Nations and partner Nations in the fields of Science and Technology.°

The total spectrum of collaborative S&T activities performed within the STO
are promoted and managed by seven Technical Panels, each one focused on a
specific technological domain. Together the seven Panels cover the complete
range of defence-applied technologies. The STO Panels are “Applied Vehicle
Technology”; “Human Factors and Medicine”; “Information Systems Technol-
ogy”; “System Analysis and Studies”; “Systems Concepts and Integration”; “Sen-
sors & Electronics Technology” and “NATO Modelling and Simulation Group.”!

Main customers of NATO STO are governments, industry, academia, intelli-
gence analysts, military and civilian researchers, security practitioners, etc.

The NATO STO closely cooperates with and supports the capability efforts of
all NATO political and military structures and agencies, such as the Allied Com-
mand Transformation, the Conference of National Armaments Directors
(CNAD), the NATO Industrial Advisory Group, the NATO Communications and
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Information Agency, the Committee of the Chiefs of Military Medical Services in
NATO, NATO Centres of Excellence, etc.

The STO's scientific and technological work is carried out by the so-called
Technical Teams (Exploratory Teams, Research Task Groups, ad-hock study
groups, etc.) They are temporary groups created under the Panels to perform
specific activities, ranging from studies of scientific, technological or operational
nature to demonstrations and technological experiments. Technical Teams ac-
tivities include also the organisation of events such as research symposia, con-
ferences and workshops.

The STO is governed by the NATO Science and Technology Board (STB),
chaired by the NATO Chief Scientist, who is a high level recognized S&T leader
of a NATO nation. The STB constitutes the highest authority within the STO. It is
the policy body tasked by the North Atlantic Council (NAC), through the CNAD
and the Military Committee, to carry out the mission of the STO, as well as ex-
ercise unified governance of NATO S&T by a) Developing and updating a long-
term NATO S&T Strategy and medium-term NATO S&T Priorities; b) Obtaining
endorsement for and fostering the implementation of the long-term NATO S&T
Strategy and the medium-term NATO S&T Priorities, by engaging representa-
tives of the Nations in other NATO senior committees; c) Obtaining NAC ap-
proval of the endorsed NATO S&T Strategy; d) Acting as the focal point for co-
ordinating the STO CPoW and the S&T activities of other NATO CPoW by ensur-
ing NATO S&T Strategy and NATO S&T Priorities alignment, by mutual aware-
ness of activities, by avoidance of duplication and by achieving synergies.

The STO is composed of the STB, the Chief Scientist and the following three
executive bodies: (1) the Office of the Chief Scientist (OCS) (NATO HQ, Brussels);
(2) the Collaboration Support Office (CSO) (Paris, France); and (3) the Centre for
Maritime Research and Experimentation (CMRE) (La Spezia, Italy).

The three executive bodies of the STO report to the STB which exercises the
governance over these bodies.

Like all other NATO entities, the decisions in STO at all governance levels are
taken by consensus.

The STO is governed by the provisions of the NATO Financial Regulations. The
financial management of the STO is separate and distinct from those of other
NATO bodies. The budget is submitted to the STB for endorsement and submit-
ted to the Budget Committee for approval yearly. The STO operates strictly
within the limits of the resource allocations provided and for the purposes, stip-
ulated in the approved budget.

It is important to highlight that the principle of common funding in STO ap-
plies for the OCS and the CSO, whereas the CMRE is a customer-funded organi-
sation. Besides, as a rule, the funding for participation of scientists in the Tech-
nical Teams is a national responsibility. There is a limited budget under the Sup-
port Programme that can be used by some NATO Nations and partner Nations
for participation in the Technical Teams.!2
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Gigabit European Academic Network

The Gigabit European Academic Network (GEANT) is a pan-European data net-
work for the research and education community. It interconnects National Re-
search and Education Networks (NRENs) across Europe, enabling collaboration
on projects ranging from biological science to earth observation, to arts and cul-
ture. Together with European NRENs, GEANT connects 50 million users in over
10,000 institutions. Europe’s NRENs are specialised Internet service providers
dedicated to supporting the needs of the research and education communities
within their own country.

The collaboration in GEANT community is based on consensus-building prin-
ciple.

The strategic objectives of the GEANT association have to resonate strongly
with the NRENs’ strategic objectives. The strategic objectives also consider
other stakeholders, including the Research and Education (R&E) community and
the European Union.

The GEANT community is committed to long-term collaboration.

The overall objective for the GEANT partnership is to contribute to the effec-
tive European Research Area by making Europe the best-connected region in
the world. To achieve this, GEANT offers European researchers the network,
communications facilities and application access that ensure the digital contin-
uum necessary to allow them to conduct world-class research in collaboration
with their peers around the world.*

Collaboration with GEANT’s global partners covers areas such as network
performance monitoring, connectivity roaming and federated access, and real-
time communications. Through the EC-funded project, the GEANT community
also collaborates with partners in Latin America, the Caribbean, North Africa
and the Middle East, West and Central Africa, Eastern and Southern Africa, Cen-
tral Asia and Asia-Pacific towards establishing a marketplace of services and
real-time applications for international and inter-continental research groups.
The GEANT network in 2019 connected to 68 NRENs beyond its European foot-
print. 14

Special Interest Groups and Task Forces help GEANT, NRENs and other R&E
bodies to collaborate, share experience and guide future developments of net-
working services, technology and also a variety of non-technical topics.

The General Assembly is the highest GEANT’s governing body, in which rep-
resentatives of member organisations meet at least twice per year. The General
Assembly elects members of the Board of Directors, which manages and admin-
isters the organisation.

There are specific committees tasked with developing policy and guidance
for the Partners’ Assembly on key aspects of the project such as a) The Cost-
Sharing Working Group that looks at the cost elements of GEANT services and
proposes to the Assembly how these costs could be shared; b) The role of the
Strategy and Innovation Committee is to develop a long-term vision, strategy
and innovation agenda for GEANT.

Weighted voting is applied at all levels of governance.
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The GEANT Association Statutes members are required to pay an annual
membership fee to be determined by the General Assembly. Members may be
divided into categories each of which will pay a different membership fee.

The funding comes primarily from: (1) the European Commission; (2) Mem-
bership subscriptions (NRENs and Associate members); (3) Earnings from the
provision of administrative, consultancy and training services; (4) Sponsorship
for specific activities.™

The European Defence Agency

The European Defence Agency (EDA) is an intergovernmental agency of the
Council of the European Union. Currently, 26 countries — all EU Member States
except Denmark — participate in EDA.

The Agency falls under the authority of the Council of the EU, to which it re-
ports and from which it receives guidelines. The EDA is the only EU Agency
whose Steering Board meets at the ministerial level. At the meetings of this gov-
erning body, Defence Ministers decide on the annual budget, the three-year
work programme and the annual work plan, as well as on projects, programmes
and new initiatives. The Head of the Agency is the High Representative of the
Union for Foreign Affairs and Security Policy.

The Steering Board is the decision-making body of the Agency. It acts within
the framework of the guidelines and guidance of the Council. The Steering
Board is composed of one representative of each participating Member State
and a representative of the European Commission. In addition to ministerial
meetings at least twice a year, the Steering Board also meets at the level of
National Armaments Directors, Research and Technology Directors and Capa-
bility Directors.

The EDA Chief Executive is appointed by a decision of the Steering Board.

Following Council Decision (CFSP) 2015/1835 of 12 October 2015, defining
the statute, seat and operational rules of the EDA, the Steering Board shall take
decisions by qualified majority. Only the representatives of the participating MS
can take part in the vote. The votes of the participating Member States shall be
weighted per Article 16(4) and (5) of Treaty of European Union.

Networks of national Points of Contacts (POCs) have an important role in the
coordination of the Agency’s work with the Member States: a) Central POCs (for
the preparation of the ministerial Steering Board as well as organisational, in-
stitutional and budgetary matters); b) Capability POCs; c) Research & Technol-
ogy POCs; d) and National Armaments Directors' POCs.1®

The Agency has a permanent staff of approximately 170 people, but through
various networks of national experts, the Agency currently involves around
4,000 defence scientists and practitioners. These networks of experts are crucial
for EDA’s work as they ensure coherence with national priorities.”

National experts are organised in Integrated Development Teams, Project
Teams, as well as different Capability Technology Areas (CapTechs) which are
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networking fora for experts from government, industry, small and medium en-
terprises (SME) and academia, moderated by EDA. Additionally, Ad-hoc Work-
ing Groups comprised of national experts can be formed for any given subject.

Currently, the Agency holds twelve CapTechs and two related Working
Groups. Each of them focuses on particular technological areas associated with
different military domains. The CapTechs are “Technologies, Components and
Modules”; “Radio Frequency Sensors Technologies”; “Electro-Optical Sensors
Technologies”; “Communication Information Systems and Networks”; “Materi-
als and Structures”; “Ammunition Technologies”; “Aerial Systems”; “Ground
Systems”; “Guidance, Navigation and Control”; “Naval Systems”; “Experimenta-
tion, System of Systems, Space, Battle lab and Modelling & Simulation”; “Chem-
ical, Biological, Radiological and Nuclear and Human Factors.” The working
groups are “Cyber Research & Technology” and “Energy and Environment.”

The EDA CapTechs aim to propose R&T activities in response to agreed de-
fence capability needs and to generate projects accordingly.®

The Member States contribute to the Agency’s annual budget according to a
GNP-based formula and approve its work plan. The MS can decide whether or
not to participate in Agency projects according to national needs. Likewise, the
results achieved by the Agency are for the benefit of its Member States.'®

The European Defence Agency's budget includes the general budget, the
budgets associated with the ad-hoc activities and any budgets resulting from
additional revenue for specific purposes. Within the framework of its mission,
the Agency may receive additional revenue for a specific purpose: a) from the
general budget of the Union on a case-by-case basis, in full respect of the rules,
procedures and decision- making processes applicable to it; b) from the Mem-
ber States, third countries or other third parties, unless the Steering Board de-
cides otherwise within one month of receiving such information from the
Agency.

The Agency implements an internal audit which is performed in compliance
with the relevant international standards. The internal auditors’ task is to advise
the Steering Board of the Agency on dealing with risks, by issuing independent
opinions on the quality management and control and issuing recommendations
for improving the implementation of operations and promoting sound financial
management. According to the Council Decision (CFSP) 2015/1835, the Steering
Board also can appoint a College of Auditors to perform the external audit func-
tion of the administrative and operational budgets, financial accounts and fi-
nancial statements of the Agency.

Comparison of the Main Characteristics of the Governance Models

of the Analysed CNOs in the S&T Domain

Table 1 summarises some of the key characteristics of the governance models
of the three analysed networks that can be instrumental when a governance
model of a collaborative networked organisation for cybersecurity research is
being developed.
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Table 1: Summary of the key characteristics of the governance models of the analysed

organisations

Criteria of
analysis/

CNOs

NATO Science and
Technology Organi-
zation (STO)

Gigabit European
Academic Network
(GEANT)

European Defence
Agency (EDA)

Scope, diver-

- Big player - the

- Big player - a
pan-European data

- Big player, an
intergovernmental

and 48 partner na-
tions;

- More than 300 ac-
tive research teams
during the year 2019.

community con-
nected to 68 NRENs
beyond its Euro-
pean footprint.

sity and man- | largestin t-he world network for R&E; agency of the
agement of collaborative re- . -
, . - Geographically Council of the EU.
complexity search forum in the .
. spread, intercon- Currently, 26 EU
field of defence and .
. nects National Re- MS except for
security; search and Educa- Denmark partici-
- Public S&T organi- . . P
sation- tion Networks all pate in EDA;
/ . over the world; - Public S&T or-
- Geographically - Public S&T organ- anisation;
spread (AlINATO Na- | . . & 9 ’
. isation; - Governance
tions, PfP, MD and )
- Governance bod- | bodies and Struc-
Global Partners); ) .
- Governance bodies ies and Structure: ture: EDAis a
CNB and NRENSs; CNB, there are no
and Structure: The .
. . | - The General As- regional centres;
STB and the Chief Sci-

. . sembly elects mem- | The Head of the
entist; Executive bod- bers to the Board of | Agency is the High
les: the OCS; the Directors; Ri reZentative cg)f
CS0; the CMRE. 2 P )

. - Operations Cen- the EU for Foreign
- Seven Technical )
tre mages Day-to- Affairs and Secu-
Panels, each one fo- . .
e day S&T. rity Policy;
cused on a specific . .
technological do- - Special Interest - The Steering
main: & Groups and Task Board; the EDA
| Te’chnical Teams Forces. Chief Executive; 12
’ CapTechs and 2
Working Groups.
Number of - More than 6,500 } 'l\{lore than'50 - The permanent
.. S . million users in over | staff of 170 peo-
participants scientists, engineers, S .
and attrac and analysts originat- 10,000 institutions; | ple. Besides,
tiveness ing from 30 NATO - In 2019 GEANT through various

networks of na-
tional experts, the
Agency currently
involves around
4,000 defence spe-
cialists.
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- GEANT collabo-

- Main customers

Stakeholders, - Main customers o,
f rates with other e- of EDA are EU MS
customers and | NATO STO are gov-
. . Infrastructures; In- governments, de-
potential ernments, industry, .
L . dustry; c) Industry; fence industry, ac-
member en- academia, intelli- . . .
- Vertical user groups | ademia, intelli-
gagement gence analysts, mili- S
. to support their dis- | gence analysts, ac-
tary and civilian re- . . .
. ciplines. ademia and practi-
searchers and practi- .
. tioners.
tioners.
- The overall objec- | - EDA’ list
Maintaining - The STO’s goal: . € overa ,Obj ec > goa_ sto
. tive for the GEANT support MS in
the network Conducting and pro- o . .
. o partnership is to their efforts to im-
goal consen- moting S&T activities .
contribute to the prove defence ca-
sus that augment and . .
leverage the capabili effective European pabilities.
. 8 i Research Area by - The EDA organ-
ties and programmes ] L -
. making Europe the ises its S&T priori-
of the Alliance; .
. best connected re- ties in different
- TheSTOisa CNB L
governed by the gion in the world; CAPTECs;
. - GEANT govern- - EDAi NB
NATO STB, chaired by ancGe struc%ﬁrsis a withoutsrzj fona/
the NATO Chief Sci- e g9
. combination be- centres;
entist; .
. tween CNB and - Basic govern-
- Basic governance
RNB. ance documents:
documents: the The collaboration | Council Decision
NATO S&T Strate R
Y | in GEANT commu- | (CFSP) 2015/1835
and NATO S&T Priori- o
. nity is based on of 12 October
ties; The Chapter of consensus-building; | 2015;
the STO; The CPoW; Basic governang’e Th:a Steering
The NATO STO Oper- .
. P documents: GE- Board of EDA shall
ating Procedures. De- X L.
. ANT’s Bylaws; take decisions by a
cisions are made by o . . .
. - Qualified major- qualified majority;
consensus. There is . , .
no weighing of votes ity voting; Weighted | - The votes of the
ghing voting is applied. participating MS
shall be weighted.
s - Long-term collab- | - Long-term co-
Maintaining - Long-term cooper- , .
. oration; operation;
the trust ation; L .
ey . - General Assem- - The Mission, Vi-
within the - The STB decides . .
i . bly decides on the sion and Strategy
network on the Mission, Vi- . .. .
sion and Strate Mission, Vision and | are defined by the
&Yy Strategy. Council of the EU.
.. . - A CNB with re- - ACNB, no RNBs;
Centralisation | - A CNB with re- . .
, . gional centres - Collaboration
and horizontal | gional centres (OCS, (NREN); has to be a
links ( SO, CMRE); ; P

proved by the
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- Collaboration to
be approved by the
STO STB.

- Collaboration to
be approved by the
GEANT’s GA.

EDA’s Steering
Board.

Network com-
petences and

- There are no spe-
cific procedures at

- There is no infor-
mation available for

- Thereis noin-
formation availa-

nancial Regulations;

- The International
Board of Auditors for
NATO shall audit the
financial statements
of the STO;

- The principle of
common funding in
STO applies for the
OCS and the CSO,
whereas the CMRE is
a customer-funded or-
ganisation. The fund-
ing for participation in
the Technical Teams is
a national responsibil-

ity.

pr . the process of Net- ble about the pro-
certification the STO level to eval- P f , P
, work member’s cess of Network
procedure uate member’s com- ,
. competences as- member’s compe-
petencies. The re- .
sessment and certi- | tences assessment
searchers represent- fication procedure; | and certification
ing the NATO Nations p /
are apointed by the | - General control procedure;
PP . y over the GEANT - The MS have
corresponding Na- K o
. e members’ compe- the responsibility
tional authorities to .
. L tencies develop- to guarantee a
participate in differ- . . .
. ment is exercised high level of com-
ent Technical Teams.
by the GA and the petency of the na-
The level of compe- .
. . BD. tional representa-
tency is the responsi- tives
bility of the Nations.
. . - The funding for - The financial
Risk manage- -The STO is gov- . f . z . f .
. GEANT project provisions applica-
ment and erned by the provi- comes primaril ble to the Agency’s
shared funds |sions of the NATO Fi- p y gency

from the European
Commission; Mem-
bership subscrip-
tions; Earnings from
the provision of ad-
ministrative, consul-
tancy and training
services; Sponsor-
ship.

- The GEANT Asso-
ciation operates
within the financial
budget set by the
General Assembly
each year; Annual
membership fee.

general budget are
set out in Council
Decision
2007/643/CFSP.

-The Agency
shall have an inter-
nal and external
audit;

- A College of Au-
ditors performs the
external audit of
the Agency;

The analysis of the governance models of the three CNOs in S&T domain iden-
tified a high degree of similarity among them concerning the type of funding
sources, the degree of centralisation of the decision-making process, the prin-
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ciples of representativeness in the governing bodies, and organisational pro-
cesses and procedures, while there are some differences in the voting rules and
organisational structure (CNB and RNBs). For example, all three CNOs are big
players in the S&T domain, they have a long-term perspective of collaboration,
and they are geographically spread with world-wide coverage. Besides, the cen-
tralisation of the decision-making process with CNB (hub) is typical for the ana-
lysed organisations. The NATO STO has established, in addition to the CNB,
RNBs, while in EDA and GEANT there is no regional structures, only national
POCs. Moreover, the analysed CNOs have clear and strict financial regulations
in place, as well as internal and external audit. Also, main customers of NATO
STO and EDA are governments, defence industry, academia, intelligence ana-
lysts, military and civilian researchers and practitioners, while GEANT is more
focused on academia and civilian companies. Furthermore, the prevailing voting
principle is qualified majority with weighing of votes for GEANT and EDA, while
in NATO STO decisions are made by consensus. Last but not least, the organisa-
tion and implementation of the S&T activities in the three organisations are sim-
ilar (technical teams, working groups, task forces, etc.).

The Proposed governance model of CNO for cybersecurity research

The proposed governance model of CNO for cybersecurity research attempts to
incorporate best practices of the analysed organisations as a potential candi-
date for ECHO governance model in S&T domain.

The governance model presented in this paper is an abstraction. It does not
exist as such in real life. It is based on the identified best governance and man-
agement practices of the existing CNOs in S&T domain, focusing on their pre-
vailing characteristics.

The suggested CNO for cybersecurity research has a legal status of Public In-
ternational Science and Technology Organisation.

Scope, diversity and management of complexity

The CNO is a significant player in its sector and level of operation, namely S&T
in cybersecurity. It aims at bringing together representatives of the EU MS,
NATO Nations and the partners of the two Alliances.

This is a pan-European network of cybersecurity scientists and practitioners.
It interconnects National Research Networks (NRNs) and Centres of Excellence
(CoE) across Europe. In addition to the European partners, the CNO is opened
for cooperation with other similar networks all over the world based on com-
mon interests and opportunities to share resources.

The CNQO’s mission is to enable collaboration in cybersecurity activities in the
S&T domain to support the EU MS, NATO’ and partner Nations in their efforts
to improve cybersecurity capabilities.

The governance model of the CNO is centralised, non-for-profit and the or-
ganisation is funded mainly by public sources.
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It follows the Virtual organisations’ Breeding Environment philosophy, de-
fined as an association of organisations and related supporting institutions ad-
hering to a base long-term cooperation agreement and adopting common op-
erating principles and infrastructures, with the main goal of increasing both
their chances and preparedness towards collaboration.?®
The proposed governance model of the CNO should be able to support the ac-
tivities described below.

First, the CNO organises and implements its S&T activities in different Scien-
tific Committees, including Exploratory Teams (ETs), Ad-hoc Research Groups
(AHRGs) and Research Task Groups (RTGs), which are networking settings for
experts from government, industry, SMEs and academia, moderated by the
CNO’ central network-wide authorities.

Second, the CNO brings together cybersecurity researchers and practitioners
to discuss current and future challenges to Research Symposia and Research
Workshops.

Third, the CNO serves as a Point of contact and facilitator of cooperation
among cybersecurity experts of the EU MS, NATO’ and partner Nations. To sup-
port these activities, the CNO hosts and maintains collaborative technology
tools, as well as platforms to facilitate knowledge exchange such as Cybersecu-
rity Research Connections.

Fourth, in the area of cybersecurity training, the CNO delivers learning meth-
odologies, training content, assessment methodologies and organizes events
like Research Training Courses and Research Specialist Meetings.

Finally, the CNO prepares and publishes quarterly expert reports on current
and future challenges in cybersecurity.

Number of participants and attractiveness

The CNO is a large establishment. More than 35 organisations from 30 countries
are participating in the CNO. There is also an individual form of membership.
More than 300 scientists, representatives of SMEs, cybersecurity experts and
stakeholders worldwide participate as individual members.

Two different business models are applied in the CNO’s S& activities. The first
is the Collaborative business model, where the CNO provides a forum for the
representatives of the EU MS, NATO nations and partners to cooperate in de-
fining, conducting and promoting cooperative research and information ex-
change. The second is the In-house delivery business model where S&T activi-
ties are conducted in CNO dedicated executive body, having its personnel, ca-
pabilities and infrastructure.

Even though the CNO is a relatively new organisation, the number of partici-
pants is expected to grow rapidly to 40 countries and more than 400 partici-
pants until 2025. In the years to follow, the vision is to continue the growth of
the individual members by reaching approximately 500 scientists, engineers,
and analysts originating from Europe. There are also ideas to attract experts
worldwide and to expand CNO’s network influence boarders. It is foreseen that
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shortly the CNO will start Open Call project procedures, permitting for organi-
sations from all over the world to participate in particular types of research and
education projects.

The CNO has been rethinking its Improvement Programme to organise better
and to meet appropriately the future challenges and the ever-increasing de-
mands for cybersecurity S&T services without a significant increase in expendi-
tures and the organisational efforts.

Stakeholders, customers and potential member engagement

The CNO maintains ‘Over the Horizon’ as its constant and guiding principle,
which is being implemented and organised under the following headings: a) Po-
sitioning; b) Innovation; c) Collaboration; d) Users; e) Services; f) People in sup-
port of Decision-Making; g) Cybersecurity and Information assurance.

The main Actors and Stakeholders that the CNO identifies as prospective col-
laborators are as follows: a) Governments; b) Industry and Academia; c) Intelli-
gence analysts; d) Military and civilian researchers and practitioners interested
in S&T in the cybersecurity domain; e) Experts from the ICT sector.

Collaboration and coherence with the European Defence Agency’s and the
NATO Science and Technology Organization’s stakeholders are also identified as
crucial. The CNO will closely cooperate with and support the capability efforts
of all EU and NATO political and military structures and agencies and the Centres
of Excellence. The collaboration environment can further expand whenever this
makes a benefit for the CNO and its stakeholders.

Maintaining the network goal consensus

The prevailing perspective for collaboration in this CNO has a long-term horizon.
The CNO is governed based on the Organisations’ Charter —a document agreed
by the founding members.

The CNQ’s central governing body is the General Assembly (GA) chaired on a
rotational basis by each representing member. The Chair and the Vice-chair of
the GA are first among equals, and the CNO members elect the Vice-chair for 2
years. After serving two years as a Vice-chair of the GA, the person becomes
automatically Chair. This approach allows the Vice-chair to gain experience in
managing the GA.

Each member of the CNO must be represented at the GA where the corre-
sponding organisation has the right to nominate up to three representatives.
Only one of them has voting rights.

The GA decides and approves the Mission, Vision and the Strategy of the
CNO.

The management of the day-to-day business in the CNO is the responsibility
of the Steering Board (SB) led by the Chair and the Vice-chair elected for two
years on a rotational basis from the members of the CNO. The SB is responsible
to implement the decisions of the GA. The SB exercises unified governance of
the CNO by: (1) Developing and updating the long-term S&T Strategy and me-
dium-term S&T Priorities; (2) Propose network-wide goals and documents like
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CNO Operative Procedures (OPs), Collaborative Program of Work (CPoW), etc.;
(3) Acting as the focal point for coordinating the CNO S&T CPoW; (4) Provision
of guidance and direction for the operations of the CNO scientific-technical
committees and working groups; (5) Obtaining GA approval of the S&T Strategy
and medium-term S&T Priorities and plans; (6) Obtaining GA approval of the
CNOQO’s CPoW and the annual budget.

The CNO’s Cooperative Programme of Work and its budget are submitted by
the SB annually for GA approval.

The work of the SB is supported by the Permanent Executive Committee
(PEC) acting as secretariat, and led by Chief Executive Officer (CEO) who is re-
sponsible for: (1) Appropriate administration of the CNO members in the fol-
lowing activities: a) Candidate-members’ application review; b) Membership
registering; c) Auditing and review of members’ status; (2) Providing effective
planning and coordination for S&T undertakings; (3) Administration and publi-
cation of CNO Collaborative Network activities, and coordination of CNO public
relations matters.

The Scientific Advisory Board is a consultative body, providing its expertise to
the SB and its Chair, as well as the CNO members, on knowledge, information
management, and technology and policy matters to the benefit of the organi-
sation.

There are rules in place for monitoring and auditing the goal compliance of
the members, described in the CNO Operative Procedures. The SB is responsible
for monitoring the goal compliance of the CNO members and it decides on the
quality of CNO S&T output.

There are consequences for the participants if they do not comply with the
CNOQ'’s goals and do not provide good quality of S&T products. Following the
CNOQ’s Charter and the agreement on the Articles of association of the CNO,
membership to the organisation shall end if a member fails to fulfil its statutory
obligations. Termination or expulsion by the CNO shall be decided by resolution
of the General Assembly.

Maintaining the trust within the network

The collaboration within the CNO is a consensus-driven, and there is a tendency
to achieve consensus wherever and whenever possible. Within the organisa-
tion, real progress is achieved through democratic processes. The focus is on
strategic objectives that are universally shared.

This does not imply unanimity is needed on specific issues that are subordi-
nate to the strategy (for example, deployment architectures, technology
choices, or funding models), where compromise is often necessary, or where
multiple approaches can be completed in parallel. If consensus is not possible
to achieve, the qualified majority can be applied to all decisions at all levels of
the CNO governance.

There are no weights of votes. Each member has one voting representative
in the central governance and management bodies (e.g. GA and SB).
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The CNO ensures that appropriate internal and external transparency rules
are in place to guarantee free access of the members to strategic documents,
monitoring and auditing reports. The rules are described in the CNO’s Operative
Procedures.

Internal Member’s area information and public information are provided by
the CNO Portal, Permanent Executive Committee and the internal network.

The CNO maintains a web portal dedicated to the community of cybersecu-
rity experts - Cyber Security Research Connections. This approach provides a
better opportunity for information exchange and easy networking for relevant
European defence and security stakeholders for cooperation around topics of
common interest.

The CNO’s Annual Reports regarding the stakeholders, customers and poten-
tial member engagement are published and can be found at the organisation’s
web portal. Drafts of contractual documents for stakeholders describing the
rights and level of engagement, as well as Multi-Beneficiary Model Grant Agree-
ment can be found at the Portal.

In the conduct of its mission, the CNO implements approved Information as-
surance policies, which ensure that commercial information shared under the
auspices of the CNO is duly protected by appropriate and approved by the GA
Information Management Policy.

Conflict resolution procedures exist. They are described in the following doc-
uments: (1) The Charter of the CNO; (2) The CNO Association Bylaws and regu-
lations; (3) The CNO Operative Procedures.

Centralisation and horizontal links

The organisational architecture of the CNO is based on the Central Network Hub
(CNH) principle. This means that there is a Central Network Body (CNB) estab-
lished which is supported by a Permanent Executive Committee. Besides, there
exists a Network of National Points of Contact (NNPoC) that have an important
role in the coordination of the CNO’s work with the Members. The CNH and the
NNPoC are the spinal columns of the organisation.

The Hub coordinates and facilitates the members’ activities through the Por-
tal and periodically held (twice per year) face-to-face meetings.

There is a high level of coordination of S&T activities through the CNO central
bodies. The proposals for new activities are drafted by the Scientific Commit-
tees. After that, the proposals are reviewed, evaluated and rated by the
Knowledge and Information Management Committee and endorsed by the SB.
The GA makes the final decision on the proposals twice per year and they be-
come part of the CPoW.

The CNO members work together to provide network connectivity and to col-
laborate on joint S&T activities, investing in the development and delivery of an
advanced portfolio of services, tools and network capabilities to institutions,
projects, researchers and policy-makers in Europe and worldwide.

The participants in the CNO can decide to collaborate on their projects. At
least four CNO members have to express interest and to allocate resources for
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S&T cooperation to initiate a new activity. There is no requirement for all other
participants to join this activity. After endorsement by the SB and approval by
the GA, the new activity can start. The rules for cooperation are described in the
Operative Procedures of the CNO.

The SB, with the support of the Permanent Executive Committee, exercises
the oversight on the implementation of the S&T activities and reports to the GA
twice per year about the implementation of the CPoW.

Network Competences and Certification Procedure

The use of standards and information from standardisation bodies are of great
importance to and continue to be incorporated in the development of CNO’s
services to ensure interoperability with services of other relevant collaborative
networked organisations.

The CNO is highly active in guiding and influencing international standards
development — ensuring interoperability across the research and education
community in the cybersecurity domain. There are the Scientific Advisory Board
and Certification Commission established. Both structures are responsible for
CNO’s competencies monitoring and guaranteeing standardisation procedures
implementation.

The CNO influences standards development through participants making sig-
nificant contributions in Open Grid Forum, Internet Engineering Task Force
Standards Organisations and the European Standards Organisation.

There is a procedure in place for monitoring and auditing of competences in
the framework of the CNO. They are described in the Charter and the Operative
Procedures of the organisation. The CNO Steering Board is responsible for in-
ternal auditing, while professional auditing is yearly, and external experts do it.

Risk Management and Shared Funds

The CNO has agreed among the participants and approved by the GA Rules for
risk identification, management, and monitoring. It is the responsibility of the
SB to prepare and to submit for approval by the GA the Risk Management Strat-
egy. The Rules and the Strategy are reviewed and updated regularly by the SB
according to the needs of the organisation, the changing environment in which
the CNO operates and the foreseen risks and security posture. The CNO does
not allocate centrally reserve funds for risk events.

The main document, which governs the CNO’s financial and budgetary af-
fairs, is the Organisation’s Financial Regulations (FR). The responsibility of the
Budget Committee is to develop the FR of the CNO and to present them for
endorsement by the SB. After that, the Regulations have to be approved by the
GA.

According to the Charter, the CNO operates within the financial budget set
annually by the General Assembly. The Budget Committee, acting by a qualified
majority, adopts the draft yearly budget. When doing so, it should suggest the
Steering Board to review and endorse the budget. Finally, the GA approves the
proposed yearly budget.
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The CNQO’s budget is funded by several sources: (1) The European Union’s re-
search and innovation programmes; (2) The CNO members are required to pay
an annual membership fee to be determined by the General Assembly. All mem-
bers will pay the same membership fee; (3) some members shall be customer-
funded after approval by the GA; (4) Ad-hoc projects or programmes and budg-
ets funds from additional revenue.

The General Assembly can decide to compensate some CNO members and
reimburse their expenses. The Chair of the SB may transfer money between
CNO’s accounts without limit, after approval by the GA.

According to its Charter, the International Board of Auditors (IBA) acting on
behalf of the GA, shall audit the financial statements of the organisation. The
IBA may carry out performance audits that shall ascertain that the operations
of the CNO have been implemented in compliance with economy, effectiveness
and efficiency principles. The IBA shall have access to any information necessary
to conduct its financial and performance audits.

The Steering Board, acting on a proposal from the CEO, shall as necessary
adopt the rules regarding the implementation and control of the general
budget, notably as regards public procurement. The Steering Board shall en-
sure, in particular, that security of supply and protection both of defence secret
and intellectual property rights requirements are duly taken into account.

Conclusions

The governance model of a CNO for cybersecurity research presented in this
paper is oriented towards the mission to enable collaboration among EU MS,
NATO and the partner Nations of the two Alliances to improve cybersecurity
capabilities, particularly in the S&T domain.

Once again, this is not an existing governance model. Instead, it is an abstrac-
tion aiming at suggesting one possible option on how to govern and manage
such a complex organisation. The goal of this exercise was to support the pro-
cess of identification and selection of the future governance model of the ECHO
network suggesting one possible option.

We are fully aware that the EU Regulation 630 gives preference to the devel-
opment of a Cybersecurity competence network with a dual mandate to pursue
measures in support of industrial technologies as well as in the domain of re-
search and innovation, not a separate network focused on S&T activities only.
Our idea is just to emphasize the importance of cybersecurity S&T domain as
one of the most important undertakings of the future ECHO CNO.

The final preference for the ECHO network governance model selection will
be made after completion of a comprehensive analysis. Currently, the research
team is applying the Analytical Hierarchy Process methodology to analyse the
evaluation of subject matter experts on the formulated four alternative govern-
ance models described in the introduction of this paper. The goal is to identify
which of these alternatives will better serve the ECHO network. This process
goes in parallel with the governance needs and objectives assessment for the
establishment of a CNO in the area of cybersecurity.?
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Most probably the future ECHO governance model will include both a central
governance body and regional (or sectoral) centres bringing together academia,
industry, cybersecurity practitioners and end-users. This approach should guar-
antee integration of ECHO CNO in the future EU cybersecurity landscape as re-
gards the EU Regulation 630 for establishing the European Cybersecurity Indus-
trial, Technology and Research Competence Centre and the Network of Na-
tional Coordination Centres.
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