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Abstract: The present article, based on an assortment of previous publications 

and presentations by the author, shows how to prepare and implement an array 

of security demonstrations in mobile phones. The proposed demonstrations 

focus on security issues and shortcomings that affect mobile phones’ confiden-

tiality, integrity and availability. The resulting overview can be used as guid-

ance, in the framework of a summer school laboratory course and in order to 

raise awareness among users. 
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Introduction 
 

As with every other modern technology, mobile phones face an array of threats tar-

geting the confidentiality, integrity and availability of their service. Researchers and 

security professionals reveal in an ever increasing rate new attacks and new security 

shortcomings. At the same time users are not adequately informed about the security 

implications of their options and settings in their devices. This work aims at facilitat-

ing the creation of practical demonstrations to highlight the importance of the topic. 

In the following pages, after the general requirements section, three more sections fol-

low with demonstrations affecting confidentiality, integrity and availability. Confi-

dentiality section deals with voice and SMS interception as well as with user location 

finding. The Integrity part mostly focuses on calls and SMS spoofing and identity 

masquerading. Finally, the Availability section discusses denial of service attacks. 

 

 



 Guidelines on a Mobile Security Lab Course 36 

General Requirements 
 

In order to equip the lab where the demonstrations will be performed, the following 

can be used, along with mobile phones, depending on the exact scenario to be pre-

sented. 

 

 A mobile phone tester: These are professional equipment built to assess the 

functionality of mobile phones and to help troubleshoot them. Although new 

models are very expensive, an old, second hand tester, especially if it only 

tests GSM phones, can be bought for a few hundred euros. They can be used 

in almost all attack scenarios targeting confidentiality, integrity and availa-

bility of both voice and SMS; 

 Software defined radio board: These boards, coming in various costs, allow 

the user to implement a radio frequencies receiver and/or transmitter that can 

be (re)programmed on the fly with the help of software. In the context of this 

lab, they can help build a mobile phone base station that will be used to 

mount almost all possible attacks discussed; 

 Software: Various open source implementations of mobile phone network 

standards can be used along the relevant software defined radio. Moreover, 

software or scripts can automate the steps a mobile phone testing device per-

forms. Simple software can be used to issue commands in mobile phones 

(such as AT commands). Finally, mobile phone software (most often mal-

ware) can be installed to show how a phone can be bugged; 

 Spectrum analyser: A spectrum analyser monitors the radio spectrum and 

presents the radio activity measuring the strength of signals in various fre-

quency ranges. It can be used in the phone location finding demonstration; 

 ISDN telephone or ISDN Private Branch Exchange (PBX): An ISDN con-

nected phone (or a telephony switch-PBX) can offer very fast, software con-

trolled signalling, that can be used in the mobile phone location or the bat-

tery deprivation attack; 

 Smart Card readers: Smart card readers allow the user to directly read the 

contents of (U)SIM. That is, they can read the contents of the smart card that 

all GSM/3G/4G phones use for authentication as well as for the provisioning 

of the telephony service; 

 Cables: Various cables (especially when dealing with older phones where 

special serial port cables are necessary), along with the standard USB cables 

in order to connect the phones with the computer; 

 Specific older GSM phones: There are some older phones that can be 

(re)programmed to allow the user direct reception or transmission of signal-
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ling. Moreover, older phones readily support AT commands. In more detail, 

AT commands: ΑΤ commands (AT stemming from “Attention”) were ini-

tially developed to configure and Hayes Smartmodem in 1981 and, follow-

ing, other modems. Later on, their use was adopted for mobile phones. Quite 

interestingly, apart from the standardized set of commands, manufacturers 

are also using their own supersets adding platform specific commands. In 

any case various AT commands exist for Identification, Call Control, Device 

Control, Catalogues, Messages, etc.; 

 Bulk SMS provider: Such providers offer massive, bulk, transmission of 

SMSs with very competitive prices. The important point, is, that in most 

cases they allow the user to freely choose the originator number or name that 

will be shown in the SMS. 

 

With the help of the aforementioned toolset and services, the instructor can continue 

implementing the demonstrations that follow in the reset of the sections. We will start 

with confidentiality attacks, integrity ones will follow and finally we will close with 

availability-denial of service attacks.  

 

Confidentiality 

In General 
 

The primary use of mobile phones is, of course, to communicate with others. It all 

started with voice communication, then sending SMS and now, users can have the full 

Internet experience at the palm of their hand. Moreover they can run applications on 

their phone as if it were a personal computer. Both business and personal communi-

cations take place using the mobile phone. Privacy, therefore, is (or at least should 

be) among the ultimate goods the always-connected citizens of today enjoy. Unfortu-

nately, the confidentiality of communications of users is severely impacted by a mul-

titude of attacks and security shortcomings, to the point that the mobile phone itself 

constitutes a “bug” (monitoring or intercepting device) that can very effectively 

eavesdrop not only on phone calls but also on ambient conversations. Moreover, writ-

ten communication, with SMS, or emails and instant messaging can also be intercept-

ed. Users store in an ever increasing rate personal information in the phone,1 includ-

ing multimedia material and photos that can end up in the wrong hands. Finally, the 

whereabouts of a user can be revealed, helping to locate him or even access his trav-

elling and everyday activities. 

Malicious Software 
 

Since smartphones are, essentially computers, they can run software. There already 

exist dozens of malicious software/intercepting/spy suites, available for all operating 



 Guidelines on a Mobile Security Lab Course 38 

systems that are able to eavesdrop, record, copy and relay information and files and 

track the location of the user. They either use client-server technology uploading the 

intercepted information to specific servers using the phone’s internet connectivity, or, 

they relay information using SMSs. However, such software needs to be installed in 

the victim’s phone, either directly by the attacker (e.g. stealing the phone and return-

ing it back), or by the user himself, tricked into installing it (for example with the spy 

functionality hidden in an application or game). In any case, with costs as low as a 

few euros per month, or an equally affordable one-off purchase fee, it is easy to buy 

and demonstrate the use of such software, in a controlled environment. 

 

Man-in-the-Middle Attacks 

Exploiting the fact that I pre-3G networks base stations do not authenticate them-

selves to the mobile phones, man-in the-middle attacks can very-easily be mounted. 

The tutor, in a controlled environment, can use software defined radio or even GSM 

testers 2,3 to mimic the behaviour of legitimate infrastructure the same way attackers 

do. The intermediate step in this attack disables encryption (it actually informs the 

mobile phone that the base station does not employ encryption), and therefore all 

communication is sent in plain between the rogue base station and the victim phone. 

As such, the communication is readily available for eavesdropping and recording. 

Moreover, in the same demonstration, the tutor can show how attackers can use 

downgrade attacks. Indeed, attackers using a jammer (as we will discuss in the Avail-

ability section), block the 3G band and therefore mobile phones are forced to com-

municate with GSM infrastructure, falling prey to the man-in-the-middle attack. 

Ciphering Indicator 
 

Exactly because of the dangers of unencrypted communication, even since GSM era, 

standards have mandated the use of special indicators to inform the users as to wheth-

er encryption is present or not. It has been shown, however, that most manufacturers 

and, even worse, the modern operating systems do not offer this kind of visual warn-

ing to the user.4,5 Moreover, in cases where the indicator is present, users are still not 

aware of its meaning while at the same time the feature is seldom mentioned in the 

manuals. In this scenario, the tutor can use the set-up of the previous demonstration 

(either a GSM tester or a software defined radio along with the relative software) to 

test and demonstrate whether participants’ phones actually employ the ciphering indi-

cator. 

 

Revealing Users’ Preferences 
 
Short messages can reveal information and user behaviour violating her privacy. In 

fact, abusing the delivery report of messages a plain user (with no insider’s infor-

mation whatsoever) can find out whether the mobile phone of another user is 

switched off and the exact moment the user turns it on, and vice versa. This is possi-
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ble since the delivery report message will be delivered to the originator as soon as the 

mobile phone is switched on and will be pending for as long as the mobile phone of 

the recipient is switched off. Smart techniques 6 make it possible to implement this at-

tack without the unsuspecting user ever knowing he is receiving these messages, 

since, apparently, sending plain messages (even empty) for this purpose will be im-

mediately spotted. More information on these types of messages will be given in sec-

tion discussing availability attacks, since the same invisible messages can be used to 

drain the battery of the victim. In this given demonstration, the tutor uses invisible 

messages to assess whether a mobile phone is switched on or off. In case there are ar-

eas around with no reception (e.g. in a basement), she can also demonstrate that the 

method can provide a hint that the user might be in this specific no-signal area. 

 

Location 
 

A more elaborate method to locate a given mobile phone with great accuracy, only 

given as input the phone number and the greater area it is located in (e.g. the city or 

the neighbourhood) can be found in the works of the author.7 The principle of opera-

tion is based on techniques that stealthily force the mobile phone to transmit radio-

waves (as we will describe in the availability section) according to the will of the 

tracer. Following that it is possible to trace the direction the phone transmits from, 

based on the reception of radio waves with a directional antenna, using a spectrum 

analyser, a frequency receiver-scanner, a broadband receiver, or a GSM tester, zoom-

ing in in smaller and smaller areas until the exact position of the phone is ultimately 

found. When sufficiently close, a simple AM radio tuner can also be used. To demon-

strate this, the audience can hide a mobile phone in a given area-building, and the tu-

tor can locate it. 

Integrity 

In General 
 

Integrity shortcomings, in this work, are mostly connected to caller-id and SMSs. 

There are services in the Internet where the user can place calls choosing whatever 

caller id he wants. Masquerading occurs not only in voice calls but also in SMS. The 

identity of the sender can be changed in order to make a malicious message appear 

legitimate or for spam purposes. We will not discuss integrity problems, connected to 

economic fraud involving mobile phones.  

Caller-ID/SMS Spoofing 
 

There are many services in the internet that allow the user to freely pick a caller-ID 

and place a call using it.2 It is a trivial exercise to register in such a service, pay the 

fee, and demonstrate the effect. If the attacker chooses a phone number that is already 

present in the contacts catalogue of a device, then when the victim’s phone will match 
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the number to the entry in the catalogue and the screen will show that the call is arriv-

ing from that contact. It is equally easy to buy service from a bulk-SMS provider that 

allows the user to send a message with whatever id she wants (usually there is a limit 

for a string up to 11 characters or a number up to 16 digits). Again, if the number is 

found in the contacts catalogue of the device then the SMS will appear as if it were 

arriving by a trusted person and not by a third malicious user.  

 

Checking SMS and Avoiding SPAM 
 
Technically savvy users can assess whether an SMS is spoofed or not. In order to do 

so, they need access to the raw message, as it reaches the phone, before being pre-

sented in the screen. The basic check to perform is whether the message service cen-

tre is in the same country as the originator’s phone number implies. For example, an 

originating number that appears to be Bulgarian with a serving centre’s number that 

appears to be from India is a strong indication that the message might be spam. In this 

demonstration, based on a system to fight SMS spam as presented in 8 and 9, the tutor 

can show the interworking of SMS. 

 

Catalogue Integrity  
 

As all users know, phones map the incoming numbers in calls and SMSs (as well as 

the numbers dialled for outgoing calls) to the respective entries found in their cata-

logue list. However, they do so by matching only the last digits and not the whole 

number.2, 8, 9 This can be abused so that while the phone is calling (or receiving a call 

or SMS from) a given number, another contact is shown in the display. Let’s assume 

there is a contact named “Iosif” with number “1234567890” in a given phone. The tu-

tor can show that if he dials “34567890” or even “4567890” the screen shows “Iosif”. 

What is more, if he dials “98765432104567890”, then the phone calls number 

“9876543210” but shows “Iosif” (because it only matches the last digits, while the 

network strips the extra digits to make the call). In short, the user must never trust the 

displayed name contact presented, and should cross check with the actual number 

(and not the “translated” contact) dialled/calling. 

 

Other SMS Integrity Issues 
 

Although part of the standards, and with valid reasons to exist, specific SMSs can be 

abused to affect the integrity of the data in the mobile phone and with potential for 

malicious use. One such category is SMSs that can control phone’s indicators (such 

as the indication of new voice messages). An attacker can change their status or even 

permanently switch on an indicator without the user being able to restore it.6 Another 

category concerns messages that can later be automatically deleted or replaced by an-

other message.2 A third characteristic type of SMS can present itself directly on the 

mobile screen. It is known as flash SMS or more accurately class 0 messages. The re-
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cipient does not have to press any keys to read the message as it directly pops-up, in 

the place of the logo of the network, or below it or in a special window opened for 

this purpose. All these SMSs can be easily demonstrated using either a bulk-SMS 

provider that allows binary messages, or using a mobile phone connected to a PC. 

There also exist phone applications that allow the user to send some of these types of 

messages (namely the “flash” SMS) 

Availability 

In General 
 

Given the penetration of mobile phones in modern life, and the increased applications 

that are now running on phones, it is not a surprise that users have been, more or less, 

very close connected to their devices. There are even cases of “addiction” phenome-

na, where users cannot live a normal life without their phone. At the same time, a 

mobile phone can save lives in emergency situations and where no other communica-

tion means is available. These aspects render the availability of the mobile phone ser-

vice quite important. However, attackers can use many techniques to hinder or com-

pletely prevent the use of mobile phones, what is known as Denial of Service attacks. 

In any case it is quite “normal” for smartphones to require daily charging, while users 

themselves are not following best practices to minimize energy consumption.10 There-

fore, the techniques presented discussed in this section can even easier lead to denial 

of service. 

 

Jamming 
 

Denial of service attacks can be escalated using RF (radiofrequency) jamming. The 

attacker jams the radio spectrum in the band of operation of the mobile phones trans-

mitting high power electromagnetic noise that inhibits normal signalling. Depending 

on the power of the transmitting jammer, the area of denial of service can extend from 

one room to a whole city. Jamming affects all mobile phone users around the jammer, 

so it is not practical for a targeted attack. Moreover, while dozens of such products 

are available in the internet, their use is illegal in most countries. Depending on the 

applicable law, the tutor can readily show the effects of jamming in a controlled envi-

ronment.  

Signalling 
 

Instead of jamming, special transmissions in the radio interface of GSM can quickly 

deplete all available resources. This can be carried out using specific mobile phones, 

with their firmware modified to act in ways not foreseen by the standards. More so-

phisticated techniques can target the network backbone leading to extensive areas 

service black-out. Additionally, a fake base station can instruct a mobile phone to 

stop working as presented in the works examined in 2. 
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Old-School Techniques 
 
A very elementary (but more annoying) attack vector is to place consecutive calls to a 

phone, effectively making it ring nonstop. The user is then forced to switch it off or 

mute it, leading to a self-induced denial of service result. Additionally, using software 

(or bulk-SMS providers), the attacker can send hundreds or even thousands of mes-

sages to the victim's mobile phone as shown in 6. In older devices the memory will 

quickly fill up. In modern phones with ample memory, the user will receive messages 

but will not be able to immediately distinguish the original message intended for him 

among the massive amount of messages received. By constantly changing the origina-

tor number (possibly using numbers belonging to persons that could be in the cata-

logue of the victim) the effect is even more amplified. 

Battery Deprivation Attacks 
 

The attack scenarios proposed in 11 incorporate repetitive invisible SMSs and/or very 

short calls interrupted before the actual ringing of the phone. The main concept is that 

repetitive reception of stealth SMSs and/or very short calls forces the phone to con-

tinuously transmit. At the same time the user never realizes that an attack takes place 

since the messages or calls do not show up. However, the energy consumed complete-

ly depletes the battery of the victim leading to a denial of service. In this demonstra-

tion the tutor can show how the phone is constantly transmitting and the battery 

quickly discharges. Moreover, these forced transmission techniques can be used to 

help locate and fingerprint mobile phones based on their distinctive transmission pat-

terns as mentioned in 7. 

Software Bugs 
 

Another means of denial of service using SMSs takes advantage of bugs in the soft-

ware of mobile phones. Normal looking SMSs (consisting of special or invalid char-

acters or long names) or specially crafted ones, that deviate from the specifications 

and requirements of the standards in terms of structure and syntax are sent to the 

phone.2 Due to bad implementations and errors, instead of being discarded, they lead 

to crashing, rebooting, freezing or losing network access. In some cases they can even 

lead to a constant rebooting cycle.  

 

Conclusion 
 

As described in this work, it is easy to demonstrate the security shortcomings of mo-

bile phones, in an interactive user experience, where they can personally test and see 

the results in a controlled lab environment. This is particularly important, since as re-

cent research has shown, most users acknowledge that are not security aware. There 

are also users that feel secure and confident, but, in reality they are less secure than 

they think they are.12 Along the demonstrations, raising user awareness can also be 
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enhanced using software. Indeed, in 13 we have proposed a system that pinpoints and 

informs vulnerable mobile phone helping them protect themselves. Closing, an exten-

sion to the lab/course/demonstrations proposed here, in a more advanced level, could 

deal with mobile phone forensics. 
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