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Abstract: This article explores the background, challenges and paradoxes of the 

NATO IT acquisitions, highlights the drivers of change in NATO procurement pro-

cesses and procedures, and explains the underlying evolutionary nature of this change. 

It provides comparative analysis of acquisition models used by NATO and its agen-

cies, emphasising the importance of agility and adaptiveness to changing circum-

stances.  
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Introduction 

The IT acquisitions performed on behalf of the 29 NATO nations are key elements of 

NATO’s defence and deterrence posture. Transparent and unbiased procurements, 

underpinning delivery of NATO capabilities and services, require a set of proper 

frameworks, policies, procedures, processes and people to turn the requirements into 

deliverables. The world is evolving – and so should NATO IT acquisitions; but do 

they really evolve in an adequate manner? This article provides an overview of past 

and current challenges and solutions and outlines expected developments in NATO 

acquisition of IT technologies and systems. 

Evolution of NATO IT acquisition 

In 1996, NATO revised its procedures for acquisition of commonly funded infra-

structure under the NATO Security Investment Programme (NSIP). The procedures 

promoted full and open competition—International Competitive Bidding (ICB)—as 

the default procurement method, with the lowest compliant bid as the evaluation 

methodology, and were geared primarily to the acquisition of static IT infrastructure.  

Not surprisingly, this construct did not survive contact with real-time NATO opera-

tions triggered by the crisis in the Balkans in the late 1990’s. To improve NATO’s 

ability to better respond to crisis situations, in 2002 the NATO nations approved a set 

of procedures aimed to significantly shorten procurement timelines and, at the same 

time, promote the broader participation of the small and medium enterprises in 



 Acquisition in a Large IT Organization 72 

NATO procurements through the so called Basic Ordering Agreement (BOA) Pro-

gramme.
1
  

The unfolding NATO operations in Afghanistan led to a further consolidation of the 

regulations for the NATO Security Investment Programme (NSIP) 
2
 in 2011, provid-

ing a set of procedures covering non-article 5 NATO-led operations, i.e. the Alliance 

Operations and Missions (AOM) NSIP Procurement Regulations. 

In parallel, in 2009 the NATO nations also approved a policy for conducting interna-

tional competitive bidding using a Best Value evaluation methodology. 

So it looks like all regulations and other prerequisites are available – small and big 

scale procurements, lowest compliant and best value evaluation, peacetime and oper-

ations-geared procedures. Is there anything that we are missing? In fact, one can ar-

gue that there are remaining challenges, as well as opportunities to improve NATO’s 

acquisition of IT systems.
3
 

Paradoxes of NATO IT procurement regulations 

There are a couple of paradoxes that mark the landscape of the NATO IT acquisitions 

when it comes to the NATO procurement regulations. 

The most fascinating paradox, which is so much embedded within the NATO system 

that is hardly regarded as being anything out of ordinary, is that the fundamental cri-

teria determining the applicable procurement procedures is … the source of funding. 

At the very top of all of the NATO procurement regulations are the NATO Financial 

Regulations – the NFRs, but right below there are three separate sets of procurement 

procedures – one for the NSIP, one for the Military Budget (MB), and one for the 

Civil Budget (CB). As the NSIP funds NATO investment in new infrastructures and 

systems, the MB pays for their follow-on operations and maintenance, and CB covers 

operation and maintenance of the NATO Headquarters. This ultimately implies that 

different sets of procedures apply to the different stages of a system’s lifecycle.  

Another interesting aspect is that all NSIP contracts are, by rule, Firm Fixed Price 

(FFP) contracts. More flexible and innovative approaches to contract pricing, widely 

known and used in national systems, like incentive or performance based contracts do 

not exist in the NSIP regulations. Therefore, the only way to try to get NATO a better 

deal than a lowest compliant FFP contract is to opt for a best value FFP. But here 

comes another paradox – in the best value competitions the default weighting be-

tween the top level criteria, price and technology, is … 50-50. Changing the 

weighting to account for greater share of the technology aspect must be properly jus-

tified and agreed by the Investment Committee (IC). Ultimately, due to the default 

50-50 rule, even in the best value competition it is still the lowest priced bid that 

stands the greatest chance of winning. 



 Agata Szydelko  73 

It can be expected that, over the coming years, there will be efforts aimed at closing 

the gaps created by these paradoxes – continuation of bottom-up enhancements, 

leading at some point to an adjustment of the overarching policies and procedures. 

Changing Dimensions of NATO IT Acquisition – Agile 

Over the past years, the use of NSIP regulations to develop state of the art software 

has proven to be very challenging, with all the weaknesses of using the traditional 

waterfall approach. Extensive consultations have been conducted since 2015 amongst 

NATO stakeholders on how to reshape the NATO approach to software intensive 

projects.  

Very recently, in mid-2017, the Investment Committee agreed on the use of an agile 

approach for the procurement of technology intensive projects and authorized the first 

software procurement that will emphasize certain Agile aspects. In this initial Agile 

approach, the procurement mechanisms will be kept within the boundaries of existing 

rules and regulations, with a FFP contract that prioritizes time at completion rather 

than the delivery of every element of the defined scope. Control of contractor perfor-

mance, while enhanced by the use of some Agile techniques—like the use of iterative 

development, incremental time-boxed deliveries, the use of burn-down charts and 

regular user feedback at the end of each time-box—will also rely on the established 

mechanisms of a FFP contract. A key enabler will be the greater involvement of the 

end-user community in the lifecycle of the project, helping to clarify and prioritize 

requirements and validate deliveries. 

Clearly, the adoption of Agile in NATO would be phased progressively, and only 

once it demonstrates the initial benefits, the case for more fundamental changes in the 

NATO regulations can be made. 

This may sound very conservative and cautious, but is indeed a real breakthrough and 

an important milestone in the evolution of the NATO procurement. It also proves that 

finding solutions to most difficult problems in NATO acquisitions does not neces-

sarily require immediate and revolutionary changes to procurement procedures, but 

rather the exploration of innovative ways of applying them. 

Consolidation – Key Drive of Optimization 

The NATO Agencies Reform was a major undertaking, instigated on the request of 

the NATO nations and aimed at optimization and savings through consolidation of 

the NATO Agencies. The establishment of the NCI Agency in 2012 was one of the 

key outcomes of this reform, which for the first time in NATO history consolidated 

within a single NATO body all the organizational elements involved in the develop-

ment, delivery and support of NATO C4ISR capabilities – a true lifecycle approach. 
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This allowed not only for the consolidation of the procurement regulations at the NCI 

Agency level, but also for the instigation of consolidated planning of NATO C4ISR 

procurements across the NATO budgets, thus promoting competition and driving 

down the cost through economies of scale. 

Interestingly, the advantages of consolidation are visible also in case of procuring 

consultancy manpower. Establishment of a support services contract, covering all the 

short- to mid-term consultancy services required across the Agency, was a game 

changer at the time of the first consolidated solicitation back in 2009, and was fol-

lowed by the second contract edition in 2015. International Competitive Bidding for 

the third edition of the support services contract will lead to multiple contract awards 

in generic and specialist support areas over 2018. 

Consolidation of the procurement actions also allows for having a greater menu of 

choices with respect to the model employed for provision of the IT services, in par-

ticular in the areas of NATO missions and operations, like the Balkans or Afghani-

stan, where reliance on the fully outsourced—Contractor Owned and Contractor Op-

erated IT—might be considered as the most beneficial for the Alliance. 

Driving Change in NATO Acquisitions 

In this spirit of continued evolution, NCI Agency is preparing a review of the BOA 

Programme in order to implement lessons learned throughout the fifteen years of its 

operation – making the programme leaner and more comprehensive at the same time. 

The review will include an update of the BOA categories and procedures as well as 

revision of the BOA terms and conditions to encompass aspects specific to software, 

service and consultancy contracts. In addition, the BOA application package will be 

reduced and simplified to make the Programme more accessible to all C4ISR Indus-

tries. 

At the same time, the NCI Agency is contributing to the efforts aiming at acceleration 

of the acquisitions related to the cyber domain. Last but not least, the Agency is 

working towards expanding cooperation with national Not-For-Profit organizations 

across the NATO nations in the area of science, research and development, thus com-

plementing the well-established and explored collaboration with national Industries. 

Conclusion 

Continued evolution of NATO procurement frameworks, processes, policies and pro-

cedures is the key in ensuring properly measured acquisitions and enabling Alliance 

readiness and responsiveness, while at the same time maximizing competition 

through unbiased and transparent solicitations.  

Twenty years back, the NSIP procurement regulations at their heart were meant to get 

NATO solid hardware IT infrastructures. Today, we outsource IT for NATO mis-
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sions, provide network operations and maintenance through service level agreements, 

develop state of the art C4ISR software or acquire specialist consultancy services. 

There is a broader set of tools—BOA Programme, Best Value, Agile—while all they 

are rooted in the same core procurement regulations. The introduction of all the nov-

elties was indeed evolutionary – through pilots, trial periods, revisions and careful as-

sessments. None required a revolution, but all are based on consensus of all the mem-

bers of the Alliance working together towards the same goal of peace and security.   

The world is evolving, and so is NATO IT acquisition. 
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