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Abstract: Advanced information and communications technologies (ICT) facilitate the 

increase of effectiveness and efficiency of defence and security organizations, govern-

mental services, the economy, and quality of life, while at the same time providing op-

portunities for malicious actors to cause significant damage without exercising physi-

cal coercion. Policies for security and resilience of modern societies to threats and 

risks from the cyberspace account for foreseen cyber threats, their immediate impact 

on ICT infrastructure, consequent effects on critical services, as well as cascading ef-

fects across systems and infrastructures. This paper presents the architecture used to 

plan and, consequently, manage cybersecurity research in Bulgaria. It covers five ap-

plication areas (information management systems; industrial control systems; un-

manned and remotely piloted vehicles; bio-integrated systems; and cognitive processes 

and decision-making), the study of systems of systems, and support to the formulation 

and implementation of cybersecurity policy. 

Keywords: cybersecurity, resilience, ERP, industrial control systems, drone, UxVs, 
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1. Introduction 

Wider, deeper and rapid implementation of evolving information, communications, 

and sensor technologies has profound effects on our economies, the functioning of 

governments, and our everyday lives. Central and local governments provide an in-

creasing number of electronic and online services to companies and citizens. De-

fence, law enforcement, intelligence services, and crisis management in natural and 

manmade disasters also depend on data repositories, smoothly functioning communi-

cations networks, and collaborative decision-making. 
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Industrial processes and business services rely increasingly on integrated sensors, 

automation, remote monitoring and control. In delivering their products and services, 

businesses depend on cross-border supply chains, often spread over more than one 

continent. Drones and unmanned vehicles—autonomous or controlled remotely—are 

not an exotic feature of the battlefields anymore. They find innovative and ever wider 

applications for security purposes, transportation, service delivery, leisure, etc. 

Billions of devices are already connected to the Internet, and their numbers may ap-

proach one trillion by 2025, fusing the physical and virtual worlds. This ‘Internet of 

Things’ (IoT) impacts diverse and multiple fields, affording implementation of con-

cepts such as “smart cities” or “personalized healthcare,”
1
 the latter envisioning in-

corporation of multiple sensors, communications devices and actuators in the human 

body. Easier access to online information changes the way in which we see the world, 

and others see us. People spend longer hours devouring and generating information in 

social networks, or using Internet as a medium through which they access more tradi-

tional media. 

All these developments change the way in which a person in a modern society works, 

lives, and perceives the world, and facilitate the increase of effectiveness, efficiency, 

and quality of life. On the other hand, the increasing reliance on sensors and sensor 

networks, communications and navigation infrastructure, data and information 

sources introduces vulnerabilities that can be exploited by malicious actors via cyber-

space, i.e. without physical coercion. 

Formulation and implementation of policies for security and resilience of modern so-

cieties to threats and risks from the cyberspace require a comprehensive understand-

ing of the threats, as well as their immediate impact on the information and communi-

cations technologies (ICT), consequent effects of infrastructures and services that are 

critical to society, and the cascading effects as a result of interdependencies among 

systems and infrastructures. The Bulgarian Defence Institute (BDI), in close cooper-

ation with the European Software Institute–Eastern Europe, undertook the develop-

ment of the respective comprehensive concept, intended to plan and, consequently, 

manage cybersecurity research in Bulgaria. 

The article presents this concept, outlining in the next section the research manage-

ment architecture. Section 3 provides information on research plans in five applica-

tion areas: information management systems (IMS); industrial control systems; un-

manned and remotely piloted vehicles (UxVs); bio-integrated systems; cognitive pro-

cesses and decision-making. Section 4 then examines research tasks supporting the 

understanding of mutual dependencies among systems of systems, while section 5 

deals with policy and management aspects. 
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2. Outline of the Research Management Architecture 

The research plan pursues three broad goals: 

A. Develop, test and certify products, systems, and cybersecurity solutions. 

B. Support the formulation and implementation of organisational and national cy-

bersecurity policies, as well as national positions on related international initi-

atives. 

C. Develop and maintain adequate research capacity. 

The achievement of these goals requires: 

1. Understanding the evolving threat landscape; 

2. Identifying vulnerabilities to cyber threats of systems and services with criti-

cal importance to national security, economy, and life; 

3. Estimating the impact a cyber threat would have on an organisation, govern-

mental functions, economic and service sectors, or life; 

4. Evaluating the performance of potential or actual cybersecurity solutions and 

the impact they will have on security and resilience. 

Requirement 1 is typical for the community of cybersecurity experts; however, re-

quirements 2, 3 and 4 can be met when expertise in cybersecurity is combined with 

knowledge of the underlying natural laws of physics, chemistry, biology and physiol-

ogy; psychology, behavioural science, sociology, etc., thus allowing to estimate vul-

nerabilities and the actual or foreseen impact of disruption of ICT on the respective 

sector. 

Hence, the first five building blocks of the research management architecture (Figure 

1) are: 

 Information Management Systems, where data, information, connectivity, in-

formation flows and decision support systems are the key assets; 

 Industrial Control Systems, where ICT interfaces with heavy physical and 

chemical processes; 

 Unmanned—autonomous or remotely controlled—vehicles (UxVs) with 

various applications, where the behaviour of the vehicle depends on the in-

tegrity of information from multiple sensors, communications links, naviga-

tion infrastructure, etc., and the understanding of vulnerabilities and impact 

feeds on knowledge on how UxVs are integrated in general transportation 

flows; 
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 Bio-integrated systems, where ICT builds on advances of nano-technolo-

gies 
2
 and interfaces with physiological processes; 

 Cognitive processes and decision-making experience increasing impact of 

electronic information sources, online social networks, and immersive/ vir-

tual realities, 

and may be subjected to intentional manipulation of perceptions, individual and 

group behaviour. 

In practice, none of these areas function in isolation. Various interfaces and interde-

pendencies exist, and disruption in one sector or system may have significant cas-

cading effects in others. Therefore, the block “Systems of Systems” provides for re-

search on interdependencies, supply chains, etc., and thus of understanding the full 

impact of a certain threat on the society. 

The comprehensive understanding of threats and risks, provided in the first six 

building blocks, serves to define policy (organisational arrangements, procedures, 

priorities, resource allocation, required competences and capabilities) and manage 

cybersecurity research respectively. 

The following three sections provide a more detailed examination of these building 

blocks. 

 

 

Figure 1: Cybersecurity Research Management Architecture.  
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3. Application Areas 

The first five building blocks reflect the application of advanced ICT in areas that are 

critical for the functioning of the state, the economy, life, and decision-making. 

A. Information Management Systems 

Information management systems are nowadays everywhere. We use these systems to 

manage our relationship with customers, to plan different resources, to support deci-

sion making, etc.
3
 Every organization has its own information system or systems that 

support organization’s management. Cyber-attacks are mainly focused on such kind 

of systems. Attacking and stopping this type of systems can affect the whole organi-

zation, to interrupt business processes or allow attackers access to personal or other 

sensitive data.
4
 

These systems are very likely targets of cyberattacks. One of the strands of work 

within the cyber security and resilient architecture will be studies of information man-

agement systems, attack profiles, vulnerabilities, existing and prospective protection 

tools and procedures. A new general model for this type of system will be developed 

and tested. Based on the analysis and tests evaluation of the currently implemented 

system will be made and additional cyber security measures will be applied. 

Measuring efficiency and effectiveness of the cyber defence of the systems is one of 

the task to be addressed. To make this appropriately, a model of cyber security met-

rics will be developed. 

The main research direction in this area is to study and analyse cyber-attacks against 

information management systems at tactical, operational and enterprise level, includ-

ing government, bank, telecommunication, e-government, and crisis management 

sectors. The following research tacks will be performed in this block of the cyber se-

curity and resiliency architecture: 

 Assessment of the threats to Information Management Systems; 

 Study and analysis of cyber vulnerabilities inside Information Management 

Systems (IMS); 

 Development of new methods, models, and tools for cyber security and 

resilience of IMS; 

 Enhancing the existing research infrastructure with focus on modelling of 

IMS, prototyping and testing cyber security solutions. 

The anticipated results include development of new models, tools and techniques, and 

their application in Information Management Systems. The different approaches for 
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cyber security and cyber resiliency of such systems will be tested and evaluated. The 

information systems studied in this block are: 

 Enterprise Resource Planning (ERP) systems; 

 Customer Relationship Management (CRM) systems; 

 Decision Support Systems (DSS); and 

 Crisis Management Systems. 

B. Industrial Control Systems 

The EU Directive on critical infrastructure protection 
5
 examines two sectors of criti-

cal infrastructure – energy (infrastructures and facilities for generation and transmis-

sion of electricity; oil production, refining, treatment, storage and transmission by 

pipelines; gas production, refining, treatment, storage and transmission by pipelines, 

and LNG terminals) and transport (road, rail and air transport, inland waterways, 

ocean and short-sea shipping and ports). The 2005 Green Paper of the European 

Commission and a number of national documents add to the sectors of critical infra-

structures chemical and nuclear industries, the provision of food and water, space and 

other industrial sectors. 

Since Directive 114 was adopted, the dependence of these infrastructures on ICT in-

creased significantly, as well as the vulnerability of industrial control systems to at-

tacks via cyberspace. There is a growing body of evidence that a number of actors—

some private, others state-backed—have both the motivation and the means to cause 

significant damage to industry and related services. Among the well-known examples 

are the destruction of nuclear centrifuges at the facility in Natanz, Iran by the Stuxnet 

worm, the follow-up attack on Saudi Aramco by Shamoon spreading to other oil and 

gas companies,
6
 and the more recent attacks on Ukraine's power grid.

7
 

This block in the research architecture is dedicated to the study of sector-specific 

cyber threats, assessment of vulnerabilities and the impact of cyberattacks on the 

sector, prototyping, testing, and certification of cyber security solutions. 

C. Unmanned and Remotely piloted vehicles (UxVs) 

Since 2013 the development of unmanned vehicle systems (UxVs) and drones signifi-

cantly accelerated. New control systems are implemented, and geolocation and GPS 

positioning became part of the UxVs. Researchers and developers now use commer-

cially available operating systems (OS), positioning applications and communication 

protocols. Some of these systems use Linux or Android based operating systems. The 

OS as a system is cyber secure but implementation and setup of the application and 
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OS need to be tested. The used communications protocols are not widely explored 

and there are publications pointing to the possibility of cyberattacks.
8
  

On the other hand, drones and UxVs become cheaper and more accessible. Using 

such systems to attack various assets and infrastructures turns into a likely scenario. 

The focus of research is now moving from the design and production of UxVs and 

drones to the creation of new methods for communication, control, and guidance. The 

provision of cyber security of all these new methods becomes one of the primary 

goals. 

Research in this block of the architecture is focused both on cyber defence of UxVs 

and the protection from such systems. That includes:  

 Identification and systematization of cyberattacks against UxVs and drones; 

 Study, assessment and evaluation of existing methods for cyber security; 

 Gap identification for the cyber security and resiliency of UxVS and drones; 

 Development and testing of new methods and tools for cyber secure UxVs 

and drones. 

The new research directions in the UxVs block of the Cyber Security Research Ar-

chitecture are: 

 Study of the cyber security and resiliency of the real time and close to real 

time applications and operating systems, implemented in the UxVs and 

drones (single on chip/module on chip); 

 Testing and validation of communications protocols, firmware and detection 

of friendly forces (from cyber security point of view); 

 Integration of the information from UxVs and drones with other devices 

(IoT support) and cloud computing; 

 Detection and management of swarms. 

D. Bio-integrated Systems 

Modern medicine is constantly trying to improve the quality of life of patients using 

different hospital systems, e.g. life support systems, monitoring of biometrics, im-

planted medical devices and others. For example, each year worldwide, thousands of 

patients are subjected to interventions to implant a number of devices such as pace-

makers, implantable cardioverter defibrillators, spinal implants, neurological devices, 

insulin pumps, and others. In addition to the conventional use, these devices offer an 

opportunity to monitor the condition of patients. 
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Despite the relatively high degree of security and reliability of the devices achieved in 

recent years, these devices—and any in-formation-operated hospital system—may be 

subjected to cyber abuse. In this respect it is important to investigate potentially vul-

nerable systems and the nature of cyber threats 
9
 and analyse the danger of malicious 

interference in information and control systems, as well as to develop enhanced 

methods of protection. 

The main research goal in this block is to model threats to cyber-security of bio-inte-

grated systems (in hospitals and personal life support systems) and seek opportunities 

for their protection from external and internal threats. The following research direc-

tions support the achievement of this: 

 Analysis of threats to cyber-security of bio-integrated systems, taking into 

account the emergence of new threats; 

 Development of methods and algorithms for cyber protection of bio-inte-

grated systems; 

 Development of models and testing the cyber-security of bio-integrated sys-

tems; 

 Cyber security of hospital monitoring systems, biometrics; 

 Cyber security of hospital systems for life support; 

 Cyber security of the hospital systems for emergency life-saving interven-

tions; 

 Cyber security and resiliency of the personal life support systems (im-

planted/ implantable medical devices, or IMD); 

 Cyber security of the public funds for emergency life-saving interventions 

(e.g. disposable defibrillators). 

Research in this block is applicable to the study of advanced soldiers’ systems. Fur-

ther, and depending on the evolution of integrated systems, it may be extended to 

cover the cyber security of animals and plants. 

E. Cognitive Processes and Decision-Making 

Protecting decision-makers and social cohesion has always been an important security 

objective. Advanced ICT provide qualitatively new opportunities to influence per-

ceptions. We often rely on decision-makers taking rational decisions, while in fact 

there are numerous cognitive biases that put a strain on the rational choice theory 
10

 

and can be exploited by a skilful and motivated actor. News in the form of text, im-

ages, or video, especially when they are part of a sustained campaign, can signifi-

cantly influence individual cognition, perceptions, peer pressure and, as a result, lead 

to intended behaviour and cause significant damages. 
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The study of cognitive processes and decision-making requires integration of IT ex-

pertise with knowledge in the fields of psychology, behavioural science, anthropol-

ogy, and sociology in order to understand vulnerabilities, mechanisms of impact, and 

devise protective measures. 

4. Systems of Systems 

The modern digitized world is operated by complex and interconnected systems. To 

cope with that complexity for the last decades the notion of systems-of-systems (or 

SoS) was introduced and largely exploited and developed. The SoS approach pro-

vides an adequate framework for the holistic view on cyber security and resilience of 

the digital ecosystems. We believe that following the generic SoS architectures and 

engineering principles allow to address the “cyber terrain” in depth and structure ade-

quately the knowledge, research work and practical implementations. 

A. The Systems of Systems Approach 

The Systems of Systems (SoS) approach addresses conceptually new emergent prop-

erties of a complex composite system which are more than just a sum of the function-

alities of the constituent systems. The constituent systems could vary according to 

their nature, purpose and level of digitization, though they are normally designed and 

able to operate independently. However, their interactions and interoperability bring a 

higher level of behavioural and operational dynamics that must be considered and un-

derstood by stakeholders. The SoS approach brought also a new view on the complex 

digital ecosystems development, where all aspects— technology, policy, economy, 

society, etc.—must be addressed. The heterogeneous nature and complexity of the 

constituent systems, which on their turn could be complex systems-of-systems, re-

quire various design and architecture solutions, tools and methods. The penetration of 

such embedded layers of constituent systems could go down to various ‘intelligent’ 

components, massively invading the industry (ICS/SCADA with numerous PLCs, or 

IIoT – industrial IoT), business management systems, security and defence systems, 

our ‘smart’ homes and life. Some of the SoS are designed and developed to support 

entirely virtual (digital) businesses, others provide irreversibly digitized services, 

scaling from e-government to bio-integrated or bionic replacements. Yet, the connec-

tivity to the ‘real world’ requires the introduction of the cyber-physical ecosystems 

view. Therefore, the security, stability and resilience of SoS are inevitable part of 

their design principles, architecture and engineering requirements, and behaviour 

management. 

1)  Application in defence systems 



 Cyber Security and Resilience of Modern Societies: A Research Management Architecture 102 

The U.S. Department of Defense (DoD), for example, requires the use of the DoD 

Architecture Framework (DoDAF) in development of DoD architectures, which is es-

sentially a framework for SoS design and engineering. SoS provides capabilities be-

yond what the systems working independently can provide. Resiliency of the SoS is 

becoming increasingly more important and necessary for mission success. Resiliency 

can be defined as the ability of the SoS architecture to defend against emerging 

threats. This defence means adapting the SoS architecture to handle the new threat. 

As a new threat is detected, the SoS architecture evolves into a new SoS that is resili-

ent to the new threat. 

2)  Interoperability layers of SoS and security 

The backbone of the SoS is the interoperability of the constituent systems. However, 

this interoperability should be considered at several levels and not limited to a ‘sys-

tem’ data/ network interface levels. Among the popular frameworks that define the 

levels of interoperability is the Interoperability Framework of the NCOIC (Network 

Centric Operations Industry Consortium), tailored for military applications.
11

 The 

framework covers three broad levels for interoperability with respective layers, as 

follows: 

 Network Transport – physical connectivity and network interoperability; 

 Information Services – data/object models, semantic/ information interop-

erability, knowledge and awareness of actions interoperability; 

 People, Processes and Applications: aligned procedures, aligned operations, 

harmonized strategy/doctrine, and political or business objectives. 

Respectively, the holistic approach to security and reliability of the SoS requires ap-

propriate considerations and measures at each layer to achieve the SoS shared goals. 

3)  Reliability of SoS and cyber security and resilience 

Some key consequences of the loose SoS architecture and interoperability affect di-

rectly the composite reliability and security, such as: dependent and cascading fail-

ures, complex event processing, chaotic behaviour, scale-free phenomena, weak cou-

pling, weak signals. The ‘emergent behaviour’ of SoS capability, by definition, makes 

use of the capabilities of more than one constituent system to meet a demand. So, the 

SoS attributes emerge from the interaction of the constituent system. Therefore, the 

SoS reliability is normally independent of constituent system reliabilities – the SoS 

might be more reliable than its constituents (because of better backup capabilities), or 

it could be less reliable (because of the poor information exchange). The assessment 

and reliability (resilience) of the emergent properties becomes even more difficult if 

we consider the different configurations or states that may emerge dynamically in 

practice. To address that, the IEEE Reliability Society has decided to set up a Tech-



 Todor Tagarev, George Sharkov and Nikolai Stoianov  103 

nical Committee on systems of systems, to assess the importance of systems of sys-

tems for reliability and dependability (RAMS: Reliability, Availability, Maintainabil-

ity and Safety). Our goal is to align with RAMS the cyber security and resilience 

view, as it maps logically to the principles of cyber/information security and resili-

ence. 

B. Cyber-Physical Systems Models 

The Cyber Physical System (CPS) is a novel framework to deal with the large-scale 

and mission-critical SoS implementations in their entire complexity and depth. CPS 

are large scaled, closely integrated and heavily resource dependent collections of dis-

tributed constituent cyber and physical systems. In CPS, the physical systems and re-

spective processes are monitored and controlled by the computation devices through 

communication channels/networks. Usually, the physical devices alone have very 

limited computational and communication capabilities to support autonomously criti-

cal applications or functions. New architectures and interoperability models are 

widely used to overcome these limitations and achieve flexible and efficient SoS, 

such as Service Oriented Architecture (SOA), cloud computing systems and archi-

tectures. The U.S. National Institute of Standards and Technology (NIST) has intro-

duced the following definition of the Cyber Physical Cloud Computing (CPCC) ar-

chitecture: “…a system environment that can rapidly build, modify and provision 

auto-scale cyber-physical systems, composed of a set of cloud computing based sen-

sor, processing, control, and data services.”
12

 Such architectures are used in critical 

(essential) services such as medical devices and systems (e-health), smart transporta-

tion (intelligent transport systems, Unmanned Aerial Vehicles), ‘smart’ electrical 

power grid, navigation and surveillance applications, social networks and gaming. 

The security objectives of CPS include safety, security, reliability and resilience. The 

typical CPS consists of three layers – control layer, transport layer and executive 

layer. They must be considered simultaneously when analysing the threats and risks, 

attacks and defences, and respective simulations. The three-layer approach of CPS 

allows efficient and effective testbeds construction for various mission-critical sys-

tems (such as the electrical power grid PowerCyber testbed at Iowa State Univer-

sity).
13

 

C. Defence in Depth and Cyber Terrain 

Cyber terrain is a concept developed by the U.S. Department of Defense as an up-

dated defence in depth model. It is an extension of the classical defence in depth 

multi-layered model addressing the data exchange through the network (OSI layers 2, 

3 and 4). The cyber terrain covers what happens when data arrive, too. It allows the 
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view from both the defence perspective and the threat actor perspective. However, the 

defence in depth is not sufficient since it covers only the network layers.
14

 

A new view on the entire ecosystem in depth was introduced as Cyber Terrain in or-

der to represent the full triangle of sustainment or the three pillars of cybersecurity: 

People – Organizations & Processes – Technology. The new cyber terrain model de-

fines 15 layers that allow to structure the cybersecurity knowledge and visualize the 

physical and logical parts of the cyber terrain. The brief presentation of the 15-layers 

scheme follows (Shawn Riley 
15

 provides also additional detail): 

 Layer 0: Geographic Layer – the geographic area where real-world devices, 

people, organization buildings, and other physical items resides. It defines 

the context of the applicable cyber laws, policies, etc.; 

 Layer 1: Physical Layer – the physical layer of the OSI model includes all 

the hardware, cables, etc. Respectively, this layer includes physical security 

and controlled access spaces; 

 Layers 2-7: Logical Layers – Communications Ports and Protocols, i.e. the 

upper six layers of the standard OSI model covering communications ports 

and protocols of the cyber terrain; 

 Layer 8: Machine Language – used to represent data such as binary executa-

bles, class files, shared libraries (e.g., DLLs), or other machines code. This 

includes items such as embedded system, those used in SCADA systems, 

BIOS, and firmware on various devices such as video cards and storage de-

vices; 

 Layer 9: Operating Systems; 

 Layer 10: Software Applications; 

 Layer 11: Persona – user accounts, user IDs, email addresses, phone num-

bers, etc.; 

 Layer 12: People / Supervisory / Temporal – real-world people (the actual 

individual); 

 Layer 13: Organization; 

 Layer 14: Government. 

The layers from 2 till 11 are usually referred to as a “cyberspace,” but the holistic ap-

proach to cybersecurity and resilience require complex multi-layer view with respec-

tive inter-layers dependencies. In addition, the SoS interoperability is based on pat-

terns and activities that engage multiple layers as well (thus making the threats and 

vulnerabilities analysis complicated and based on composite and heterogeneous pa-
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rameters). Attacks and defence (response) propagate and engage numerous layers, 

too.
16

 

D. Supply/Value Chains as Systems of Systems 

The SoS approach could be particularly tailored to engage more naturally the busi-

ness and industry in building the collective cyber security and resiliency derived from 

the standard Porter’s business value chain analysis. Value chains (or value streams) 

provide a logical scheme to identify and engage the interconnected businesses 

through their normal business dependencies, roles and channels and then add the un-

derlying digital dependency and the associated shared cyber risks. The view on value 

chains as SoS allow the identification and modelling of various ‘hidden’ threats and 

digital dependencies with significant potential impact on business continuity and re-

silience. There is no small or big in the value chain from a cyber security perspective, 

as ‘small’ data breaches of essential data could jeopardize the entire chain.
17

 

E. Resilience – Protect and Sustain 

Each service (operation, activity) is a (business) process based on four categories of 

assets: people, information, technology and facilities. And to complete the picture, 

one needs to add the external dependencies (like suppliers and supply chain, out-

sourced or insourced resources, but also the upstream in the supply/value chain). Ser-

vices and operations continuity and resilience depend largely on the protection and 

sustainability of the assets engaged (without ignoring, of course, the design and im-

plementation of the respective business process according to resilience requirements 

and principles). The principle “Protect and sustain” applies to all the components of 

the cyber-physical ecosystem, as well as to the entire organization, as it is defined in 

the CERT Resilience Management Model (CERT-RMM).
18

 

5. Policy and Management 

Research results in the application-oriented building blocks 1-5 and the “Systems of 

Systems” block allow rigorous, evidence-based formulation of a policy for cyber se-

curity and resilience. First, it provides comprehensive understanding of cyber threats 

and trends in their evolution. Secondly, it allows for evaluation of consequences of 

one or more attacks on the level of a system, a sector, and aggregated negative impact 

on society. Thirdly, and combining the two above, it becomes possible to implement 

a risk management framework, prioritise and focus available human, material and fi-

nancial resources on minimising risks to cyber security. 

Minimisation of risks further requires understanding of wide spectrum of approaches 

and capabilities, comparing preventive, protective, defensive and reactive measures, 

as well as measures to increase cyber resilience. 
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Research aims also to describe cybersecurity capabilities comprehensively, i.e. with 

their organisational, procedural, technological, human and training components. Of 

particular value is the identification of required competences, and the link that pro-

vides to education and training curricula. 

6. Conclusion 

The outline of a Cybersecurity Research Management Architecture was presented in 

this paper. The architecture consists of six elements –information management sys-

tems, industrial control systems, unmanned and remotely piloted vehicles, bio-inte-

grated systems, cognitive processes and decision making, and their analysis in a Sys-

tems of Systems approach. Collaborative research in these fields (blocks) will result 

in developing cyber security policy and management view, and identifying new cyber 

security research directions. 

For the realisation of the concept presented here, the Bulgarian Defence Institute and 

the European Software Institute–Eastern Europe formed a consortium with three Bul-

garian universities and two institutes of the Bulgarian Academy of Sciences, as well 

as a number of research organisations and companies from Bulgaria and abroad as as-

sociated partners. As a whole, the consortium has the capacity needed to meet the 

objectives of this ambitious research plan, and adapt the research agenda to the 

evolving political, technological and security landscape. 
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