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ABSTRACT:

The ongoing digital transformation requires significant investments and inno-
vation to provide security of cyberspace and variety of critical infrastructures
and essential services that increasingly depend on the digital infrastructure,
as well as to enhance the resilience of organizations, communities, industries,
nations, and alliances in the face of malicious use of cyberspace.

This volume presents 28 of the papers, accepted for presentation at the
DIGILIENCE 2019 conference, dealing with cyber information sharing and sit-
uational awareness, the benefits and challenges of emerging technologies,
such as artificial intelligence, the human factor, education and training for
cyber security and resilience, the need to incorporate the cybersecurity ef-
forts into the search for effective and efficient exploitation of information
technologies, policies and solutions for security and resilience of Industry 4.0
and critical infrastructures, analysing and countering hybrid influence through
social networks and more traditional media. The DIGILIENCE series of confer-
ences will promote the sharing of knowledge and experience and facilitate the
spread of good practice in IT governance, cyber security and resilience.
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The rapid development and massive incorporation of advanced technologies
transform industries, services, conflict, government, leisure and social interac-
tion. In the strive for competitive positioning, developers and users often un-
derestimate safety and security considerations, which in turn provides ample
opportunities for exploitation by malicious actors.

The series of DIGILIENCE conferences, the first of which will take place in the
hearth of Sofia, the capital city of Bulgaria, in the beginning of October 2019,
aims to establish the state of the art and future demands in the provision of
security and resilience of processes, services and systems that are heavily reli-
ant on information technologies.

This volume features 28 of the papers, accepted for presentation at
DIGILIENCE 2019 upon peer review, arranged in six sections. The first section
includes seven papers analysing benefits and challenges in implementing artifi-
cial intelligence and other emerging technologies for cyber security and resili-
ence, from the role of blockchains for international security * and critical energy
infrastructure protection? to the use of quantum solutions for securing the fu-
ture Internet.® The next group of papers looks into the provision of cybersecu-
rity as integral part of effective and efficient IT governance. Section 3 includes
four papers examining the role of the human in cybercrime, cognitive challenges
of information flow analysis,* and advanced understanding of and platforms for
cybersecurity education and training. The fourth section presents studies on
more ‘traditional’ cybersecurity issues such as identifying and countering mal-
ware,® information sharing, and cyber situational awareness. Section 5 contains
four papers on policies and solutions for Industry 4.0 and critical infrastructures,
as well as the use of advanced decision support to increase the security and
resilience of the energy sector.® The final section is dedicated to hybrid threats
and includes papers presenting results of media content analysis,” comparative
analysis of Russian and US views on cyberwar in the ‘hybrid’ context,® and ad-
vanced methods and tools for understanding the dynamics of information flows
on the basis of data from social networks ° and inferring status and predictive
information from that dynamics.®

In the ‘Monitor’ section of this volume the reader can find the DIGILIENCE
2019 agenda with resumes of the papers that are not included in this volume.

Bringing about 100 participants and some 55 reports to DIGILIENCE 2019—
the first conference in the series on “Digital Transformation, Cyber Security and
Resilience” —is considered a success.!! It already provides for exchange of re-
search results and identified good practices in providing cyber security and re-
silience. A separate session brings together presentations on ongoing national
and international research projects intended to support networking, knowledge
sharing, standardisation, and innovation.

Networking is of particular importance. In the fluid cybersecurity landscape
and resource constraints, it is hardly possible to elaborate, not to mention —
implement, comprehensive cyber security and resilience research and technol-
ogy programs. Networking may alleviate the problem, especially if relevant ap-
proaches and frameworks 2 are available to integrate top-down guidance, prac-
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titioners’ requirements and the multitude of research and innovation projects
and bottom-up initiatives. In our view, DIGILIENCE can serve as a platform for
networking and knowledge exchange in support of digital transformation, cyber
security and resilience.

The final piece in this volume lists the priority themes and the timelines for
the second conference on “Digital Transformation, Cyber Security and Resili-
ence” (DIGILIENCE 2020), that will be conducted in the Black Sea coastal city pf
Varna, Bulgaria, 30 September — 2 October 2020, with the Bulgarian Naval Acad-
emy as the local co-organizer.

In addition to regular research papers, of particular interest will be studies
that examine systems in their interdependence or place their operation in a hu-
man context, as well as evidence- and data-based studies and presentations of
the respective datasets.

We look forward to your sustained interest and contribution for a successful
conference.
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