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ABSTRACT:
In general, people are poorly protected against cyberthreats, with the main
reason being user behaviour. For the study described in this paper, a questionnaire was developed in order to understand how people’s knowledge of
and attitude towards both cyberthreats and cyber security controls affect intention to adopt cybersecure behaviour. The study divides attitude into a cognitive and an affective component. Although only the cognitive component of
attitude is usually studied, the results from a questionnaire of 300 respondents show that both the affective and cognitive components of attitude have
a clearly positive, albeit varying, influence on behavioural intention, with the
affective component having an even greater effect on attitude than the cognitive aspect. No correlation was found between knowledge and behavioural
intention. The results indicate that attitude is an important factor to include
when developing behavioural interventions, but also that different kinds of
attitude should be addressed differently in interventions.
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Introduction
People are spending more time living and working online. In 2018 there were
3.8 billion internet users worldwide, and this number is only likely to rise.1 While
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the digital revolution provides us with a lot of benefits, it also carries risks relating to the availability, integrity and confidentiality of online information. As reported by the European Network and Information Security Agency, large numbers of people around the world have been the victim of malware, phishing,
spam, identity theft, and other such cyberthreats.2
The Dutch public appear to be ill-equipped against these kinds of online
threats. In 2018, around 8.5% of the Dutch population fell victim to cybercrime,
though the real percentage is likely much higher, as not all cyber incidents are
reported. In a survey of major companies in the Netherlands, 64% indicated that
they had suffered at least one cyber incident in 2018.3 Despite these statistics,
69% of the Dutch population said they were not worried about cyberthreats,
and 60% stated that their own cyber skills were sufficient. The same study revealed that 52% of the population never backs up their data, and that another
52% never use automatic updates.4 It is clear then that there is a large gap between how people view their cybersecurity skills how cybersecure their behaviour actually is. The aim of this paper is to understand why people either do or
do not engage in cybersecure behaviour.
Knowledge is an important precondition for adopting the correct behaviour
in any given situation.5 Studies undertaken in other fields, such as nutrition6 and
HIV prevention 7 have shown that having the correct knowledge is an important
starting point for bringing about behavioural change. With regards to cybersecurity, knowledge is required in order to recognise cyberthreats and to understand the associated risks.8; 9; 10
However, as was concluded in an earlier cybersecurity study, knowledge
alone is not enough to explain behaviour. 11; 12; 13; 14 Even if a person has a clear
understanding of cyberthreats and cybersecurity controls, they must also be
able to view such threats as important enough to merit enacting the relevant
cybersecurity controls.15 That is why the behavioural literature states that in addition to knowledge, attitude is also important in explaining behaviour.16; 17; 18
Previous studies on cybersecurity behaviour have found that attitude has a significant effect on intended behaviour.19; 20
Even though knowledge and attitude have been measured both separately
and together in explanatory studies on cybersecure behaviour,21; 22 these aspects are not always properly elaborated. All earlier studies that measured attitude only did so partially. This paper, therefore, includes a more comprehensive approach to cybersecurity related knowledge and attitude. The research
question is as follows: To what extent can intention to adopt cybersecure behaviour be explained by knowledge of and attitude towards cyberthreats and cybersecurity controls?

Theory
Knowledge is defined as ‘remembering specific and general issues, remembering methods or processes or remembering patterns, structures or contexts.’ 23
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Knowledge is a precondition for adopting correct behaviour in a given situation.24 In the field of cybersecurity this involves recognising and knowing about
cyberthreats,25 understanding their potential impact, and being conscious of
the measures that can be taken against them.26; 27
There are different types of knowledge, such as factual knowledge, conceptual knowledge and procedural knowledge.28; 29 Knowledge can be mastered at
different levels. According to Bloom’s taxonomy, these levels are, 1) remembering, 2) understanding, 3) applying, 4) analysing, 5) evaluating, and 6) creating.
In cybersecurity, the first four levels are equivalent to making an inventory of
threats and analysing them.30; 31; 32; 33 The last two levels, evaluating and creating, go further than this. ‘Evaluating’ is about meta-knowledge, while ‘creating’
means developing new models and systems. These last two levels are not relevant for the purposes of this study. The measuring of knowledge in earlier cybersecurity related studies were focused on particular target groups, such as
children,34; 35 seniors,36; 37; 38 or working adults.39; 40
Most people do not lack general knowledge about cyberthreats and cybersecurity controls.41 However, people are generally speaking not sufficiently protected against cyberthreats.42 It follows then that having knowledge is not
enough on its own to ensure proper protection against cyberthreats. Attitude,
or opinion about a thing or a person,43 is also an important factor in explaining
behaviour.44; 45; 46; 47 Attitude can be divided into affective, cognitive and behavioural components.48 The affective component is formed by a person’s gut feelings associated with something or someone. The cognitive component is
formed by a characteristics-based evaluation. The behavioural component relates to attitude influenced by earlier behaviour and experience. The behavioural component is not included because people only derive their attitude from
their behaviour or experience in exceptional circumstances. This is only the case
when their attitude is weak or ambiguous or if they cannot explain their behaviour in any other plausible way.49
To measure attitude comprehensively it will be useful to include both its cognitive and affective components, measuring each separately. It seems unlikely
that attitude is formed solely on the basis of affect or cognition alone.50 It may
also be the case that people exhibit conflicting attitudes, that is both positive
and negative attitudes towards the same object.51 An ambivalent attitude may
consist of conflicting cognitive attitudes or a conflict between a cognitive attitude and an affective attitude. An example of conflicting cognitive attitudes
would be someone believing it is useful to have a VPN (virtual private network),
but realising that it is not easy to implement. Cognitive and affective components of attitude can be in conflict, for instance, if a person believes it is useful
to install updates (cognitive), but has negative, frustrated feelings (affective)
when they consider doing it. That is why affect and cognition are measured in
this study as two separate factors which together form a person’s attitude.
Previous studies on cybersecure behaviour show that the affective and cognitive components are not both included in measurements. 52; 53; 54 Instead, only
the cognitive component is assessed.55; 56 In light of earlier research indicating
253

De Kok, D. Oosting & M. Spruit ISIJ 46, no.3 (2020): 251-266

that the affective component is an important explanatory factor for behaviour,57 earlier measuring can be said to be incomplete in that regard. This paper
also includes the affective component.
Although it seems obvious to measure affective attitude by asking about concrete feelings such as happiness or irritation,58; 59 a preliminary, small-sample
(n = 12) study revealed that these kinds of feelings were not associated with
cybersecurity. This preliminary research asked about feelings linked to cybersecurity controls. Even when provided with a list of concrete feelings in the questionnaire, participants were still unable to make connections between cybersecurity controls and concrete feelings. Participants could however indicate
whether they had a positive or negative feeling towards these controls. It appears that the affective component of attitude towards cybersecurity controls
is more often about general emotions, such as positive and negative feelings,
than concrete feelings such as happiness or irritation. The values most often
chosen for cognitive attitude in research are usefulness and ease of use. These
are also used in this paper.60; 61
This paper treats behavioural intention as an outcome variable influenced by
knowledge and attitude. Behavioural intention has been chosen instead of selfreported behaviour because people may not accurately remember their own behaviour. Recent research has revealed that actual cybersecure behaviour does
not match self-reported cybersecure behaviour.62 The advantage of relying on behavioural intention is that it lends itself well to questionnaire-based measurements. This requires the use measuring that allows participants to express the
extent to which they intend to exhibit a certain behaviour.63 Earlier research has
also shown that behavioural intention explains a substantial part of behaviour,
and that intention-behaviour correlations are at around 0.90.64; 65 Other systematic literature studies on cybersecure behaviour have revealed that behavioural
intention is an important predictor of actual behaviour.66; 67; 68; 69

Methods
Data Collection
Data was collected through an online questionnaire conducted via a panel company. Measuring was conducted in October 2019. Participants received a small
financial compensation for completing the questionnaire via the panel company. Participants were equally distributed by gender and age. Participants
were able to complete the questionnaire online from home via their
smartphone, tablet or laptop. Participants were informed that the topic of the
questionnaire was ‘the human side of cybersecurity’, that completing the questionnaire would take approximately 30 minutes, and that all data would be processed anonymously. It was also explained that the questionnaire was about
the participant’s perception and opinion relating to cybersecurity. To discourage people from giving answers based on perceived social desirability, respondents were instructed to choose the option ‘I don’t know’ if they did not know
the answer or choose the option ‘not applicable’ if the participants had never
254
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used the control in question. In total 300 respondents completed the questionnaire.
Selected Controls
To determine which cybersecurity controls and associated cyberthreats should
be included in the questionnaire, the ISO 27002 standard was chosen.70 Specific
controls were selected according to the following criteria. The control 1) can be
implemented at an individual level, 2) is not very context-dependent, and 3) has
a clear, unambiguous description. As such, a total of 38 controls were
shortlisted. After expert interviews (n = 12), nine controls remained. These nine
were broken down into different levels of difficulty.
Measuring Knowledge
In cybersecurity research, knowledge is often measured using a multiple-choice
questionnaire. This allows for the option of providing more than two possible
answers.71; 72 A disadvantage of this type of questionnaire is that both the questions and answer options provided must be thoroughly evaluated for possible
interpretations. The correct answer should also not be immediately obvious to
someone who does not have knowledge of the topic.
Another often used and relatively easy option for questions relating to
knowledge is where a statement is given and the respondent has to evaluate
whether this statement is correct or not. In this type of question, the answer
options are the same for each question, for example ‘true/false’.73; 74; 75 These
types of statement were used in the research detailed here. For example, one
of the nineteen statements shown was ‘A website with ‘https’ and/or a padlock
can be hacked,’ and respondents had to indicate if the statement was true or
false.
A possible problem with this type of question is that respondents can easily
guess the correct answer, which would skew the actual knowledge score. In order to prevent this as far as possible, the option ‘I don't know’ was added, and
its role highlighted during instructions. Preliminary research (n = 12) and indepth interviews (n = 5) have shown that this option was positively evaluated
by participants and used if necessary. An analysis of the questions relating to
knowledge indicated that four questions were wrongly interpreted by the vast
majority of the participants. These four questions were removed from the dataset, leaving another 15 knowledge questions that were included in the final
analysis.
Measuring Attitude
A fast and user-friendly way to measure attitudes in a larger group is through
self-reporting based on a series of statements in a questionnaire. The main
problem with self-reporting is that there is a chance that people will provide an
answer motivated by social desirability. This could also occur when attitudes are
measured through interviews, but in that case the interviewer can ask follow-
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up questions. However, the questionnaire method is more suitable for the present study, since its aim is to get an indication of attitudes among a larger group.
To prevent respondents from giving socially desirable answers, the instructions emphasise that the study gains most from sincere answers. Nevertheless,
it is impossible to prevent all answers motivated by social desirability. To allow
for the possibility that people may not have an opinion on a given topic, the
option ‘not applicable/no opinion’ have been added.76 Despite some objections
to measuring attitudes with a questionnaire, it is the best method to measure
attitude effectively.77 In this paper, respondents were asked to self-report attitude using a five-point scale.
In addition, several techniques were applied to improve the validity of attitude measurements. A preliminary study used ‘thinking-out-loud’ to test if the
answers in the questionnaire matched the attitudes found in the in-depth interviews. Based on that, some questions were adapted and retested. The internal
reliability of the items that influence attitude were tested using Cronbach’s alpha. In addition to this, different scales were used for the three components of
attitude. These are explained below.
Affective and cognitive attitude were measured separately through self-reporting, where participants indicated the extent to which a given statement applies to them. Affective attitude was measured in the following form: “My first
feeling when checking if a website address is secure by looking if it contains
‘https://’ and/or a padlock is shown, is positive.” When measuring affective attitude, it is important that participants do not express their feeling based on
cognition, but truly follow their gut instinct.78 Prior research relying on thinkingout-loud has revealed that it is more effective to explicitly emphasise this in the
instructions and questions. Emphasising this explicitly has led to participants not
thinking as long and hard about their answer. Cognitive attitude was measured
through two cognitive pairs: ease of use (not easy to use/easy to use) and usefulness (useless/useful). For a statement such as “Locking a device when I am
no longer using it is something I find...,” participants could indicate how easy
and useful they found a control.
Behavioural Intention
In questions about behavioural intention, participants were asked to what extent they intend to take cybersecurity controls in the near future. The question
related to reporting an incident, for example, was: “I intend to report a cybersecurity incident if it happens to me, for example ransomware, identity theft
and/or a data breach.” Answers could be provided along a five-point Likert scale
ranging from ‘completely disagree’ (1) to ‘completely agree’ (5), and also the
options ‘I don’t know’ and ‘not applicable’.
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Results
Demographics
In total, 300 respondents completed the questionnaire. Data from three respondents was removed from the dataset because of extreme outliers. Of the
remaining 297 participants, 49.8% were men. The average age of participants
was 48.75 years old (SD = 17.39, with the youngest participant aged 18 and the
oldest 83). Participants had various levels of education: 11.8% had a lower level
of education, 59.9% had an average level of education and 28.3% had a higher
level of education.
Reliability
All four factors analysed were measured for internal consistency and reliability
using Cronbach’s alpha. The knowledge scale of 15 items was below the generally used reliability minimum of 0.70: Cronbach’s alpha indicated 0.587. The
cognitive attitude scale, however, was found to be reliable (24 items;  = 0.913).
The affective attitude scale was also found to be reliable (12 items;  = 0.871),
as was the scale for behavioural intention (12 items;  = 0.845).
Average Scores
Initially, averages per component were checked. Participants correctly answered an average 8.9 out of 15 knowledge questions (SD = 2.531). The scores
for the affective and cognitive components averaged 4.09 out of 12 (SD = 0.564)
and 4.3 out of 24 (SD = 0.545), respectively. For behavioural intention, the participants scored an average of 4.04 out of 12 (SD = 0.582).
Effects on Behavioural Intention
Next, each factor was analysed for its effects on behavioural intention. A simple
1000-subsample bootstrapping regression showed that knowledge is not a predictor of behavioural intention (β = 0.027, p = 0.069, 95% CI [5.639E-5, 0.057]).
However, both types of attitudes turn out to be medium- to large-value predictors of behavioural intention. This was indicated by a simple 1000-subsample
bootstrapping regression model, with βaffective = 0.742 (p < 0.05, 95% CI [0.656,
0.822]) and βcognitive = 0.589 (p < 0.05, 95% CI [0,470, 0,715]).
A model with both attitude components combined explains 56% of the variance in behavioural intention, as indicated by a 1000-subsample multiple-regression bootstrapping analysis for both coefficients (R2 = 0.559, F(2.265) =
169.896, p < 0.001). Of this percentage, affective and cognitive attitude accounted for 66.4% (β = 0.664, p < 0.05, 95% CI [0.538, 0.779]) and 16.6% (β =
0.166, p < 0.05, 95% CI [0.054, 0.296]) of the above result, respectively.
Other Effects
In addition, a simple regression analysis (bootstrapping procedure, 1000 subsamples) was conducted to further research the impact of affective attitude on
cognitive attitude. This revealed that affective attitude explains 59% of the variance in cognitive attitude (β = 0.593, p < 0.01 ,95% CI [0.501, 0.679]). On the
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other hand, it turned out that cognitive attitude accounted for 61% of the variance in affective attitude (β = 0.614, p < 0.05 ,95% CI [0.495, 0.738]).
Although knowledge was not found to have a direct effect on behavioural
intention, the relationship between knowledge and the two types of attitude
was analysed through two simple regression analyses (bootstrapping procedure, 1000 subsamples). Knowledge was found to have no impact on affective
attitude (β = 0.021, p = 0.165, 95% CI [-0.007, 0.050]) and only explains a very
small part (4,3%) of the variance in cognitive attitude (β = 0.043, p < 0.05, 95%
CI [0.013, 0.077]).
Behavioural Model
To research the direction of the relationships found further, a multiple regression analysis was conducted. The model that includes knowledge, affective attitude and cognitive attitude explains 55.8% of the variance in behavioural intention (R2= .558; F(3.264) = 113.58, p < 0.001).
Finally, to analyse the individual factors in the model further, a bootstrapping
procedure with 1000 subsamples was used again. This revealed that both affective (β = 0.663), p < 0.01, 95% CI [0.550, 0.780]) and cognitive (β = 0.158, p <
0.01, 95% CI [0.040, 0.281]) components of attitude have significant positive
influence on behavioural intention. An earlier simple regression also indicated
that, in the complete model, knowledge had no effect on behavioural intention
(β = 0.010, p = 0.248, 95% CI [-0.07, 0.028]).

Figure 1: Path coefficients Behavioural Model; Note. [italic] = values based on simple
linear regressions. * p < 0.05, ** p < 0.01 NS = Non Significant.
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Discussion
The present paper has aimed to address the extent to which knowledge and
attitude relating to cyberthreats and cybersecurity controls can explain intention to adopt cybersecure behaviour. Other studies on this topic often fail to
consider knowledge and attitude sufficiently in their research.
The results of this study show that on average people answered 8.9 out of
15 knowledge questions correctly (SD = 2.531). People also had a positive attitude towards cybersecurity controls. Although cognitive attitude reached a
higher score (µ = 4.3, SD = 0.564) than affective attitude (µ = 4.09, SD = 0.545),
the latter was still high enough to remain a significant factor in explaining a person’s intent to adopt cybersecure behaviour. The scales that were developed to
measure both types of attitude also demonstrated strong internal consistency,
making them suitable for these measurements.
The average score of behavioural intention was high. Finally, the model that
includes knowledge, affective attitude and cognitive attitude explains 55.8% of
variance in this behavioural intention.
As expected, positive relationships were identified between both types of
attitude and behavioural intention. This means that a more positive attitude results in a higher intention to adopt cybersecure behaviour. New to the study
described here is the fact that this includes not just cognitive attitude, but also
affective attitude. Decisions around behaviour are also made based on associated feelings. A positive relationship between cognitive attitude and behavioural intention was also consistent with earlier studies.79; 80 No correlation was
found between knowledge and affective attitude.
Although multiple studies have found a positive relationship between
knowledge and behaviour,81; 82; 83 the study described here found no relationship between knowledge and behavioural intention. A possible explanation is
that the knowledge level of this study was relatively high, with an average of 8.9
correct answers out of 15 questions. That was probably because internet use
was a prerequisite for participating in the study. This could mean the basic levels
of knowledge were too high to indicate a discerning effect on behavioural intention.
Another possible explanation is that people answered some questions correctly, but based on incorrect knowledge. For example, interviews conducted
after the study showed that several participants said they knew that it was better to use 4G on the train than free Wi-Fi. However, the reason provided for this
behaviour was not that 4G was safer, but rather that the free Wi-Fi service on
the train is so poor that it is useless. Although the questionnaire was tested
thoroughly beforehand, these subtleties were not observed during the tests.
Finally, it is possible that the use of multiple-choice questions, despite including
the option ‘I don’t know’, allowed people to guess, resulting in an inaccurate
representation of knowledge level.
Another unexpected finding was the weak relationship between knowledge
and cognitive attitude. The literature shows that cognitive attitude is developed
based on the characteristics of a certain object, and knowledge plays a role.84 It
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is possible that this relationship doesn’t exist, or that the differences in
knowledge are not sufficiently prominent to result in differences in cognitive
attitude.
Theoretical and Practical Implications
Our findings have both theoretical and practical implications. This study shows
that attitude is an important factor and that knowledge alone is not enough to
change behavioural intention. It also shows that cognitive and affective attitudes are partially complementary, but also partially different from each other.
That is why both have to be measured in order to form a complete understanding of attitude. In practice, these insights are relevant for developing effective
interventions to change behaviour. Knowledge and attitudes are factors that
can be taken into consideration for interventions at an individual level, regardless of the environment. The result variable of this study was behavioural intention. Although this is not a guaranteed predictor of actual behaviour and obstacles may still emerge between intention and actual behaviour, behavioural intention is one of the most important starting points for cybersecure behaviour.85; 86; 87 To help people progress from being a weak to a strong link in cybersecurity, it is advisable to focus on both the cognitive and affective components
of attitude.
Limitations and Further Research
The study is subject to certain limitations, and for this reason possibilities exist
for further research on the factors affecting cybersecure behaviour. The sample
was not completely representative: half of the respondents were not employed
at the time they completed the questionnaire. This means they only had recent
experience with cybersecurity issues in their free time or private life.
The results and conclusions in the present study are based on self-reporting.
Therefore, although every attempt was made to prevent respondents from giving answers merely because they are socially desirable, there will always be discrepancies between reported and actual knowledge, attitude and behavioural
intention. The medium-high to high averages found for all factors seem to indicate that cybersecurity is not a problem, while reality makes it very clear that
the number of cyber incidents is still quite high.88 There are also obstacles between behavioural intention and actual behaviour. Future research could also
study which obstacles between behavioural intention and actual cybersecure
behaviour are actually relevant. The study could also be enriched by performing
observations or experiments in addition to conducting questionnaires.
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