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A B S T R A C T : 

Four EU pilot projects have been launched in 2019 (ECHO, SPARTA, CSEU, and 
CONCORDIA) with the focus on specific context of EU Regulation that is estab-
lishing the European Cybersecurity Competence Centre (ECCC), together with 
the Network of National Coordination Centers (NCCs), and Competence com-
munity (CC). These projects are continuously providing their feedback on 
open issues regarding the overall governance in this emerging EU cybersecu-
rity ecosystem. We look at similar cybersecurity initiatives from the past, as 
well as related work. While hybrid governance model, that combines top-
down and bottom-up elements seems to be the most reasonable and accepta-
ble outcome for all communities involved, there is a further need to decom-
pose complex model and perform precise analysis of Processes, Rules, Norms, 
and Actions (PRNA), linked to fundamental areas of work of this ecosystem 
(e.g., capacity building, incident response, R&D management etc.). This article 
provides an overview of several challenges that need to be addressed and 
presents the approach to governance we call “governance mesh.” 
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Introduction 

The European Union has articulated its ambition to the area of cybersecurity in 
several ways, for example, through the EU’s Cybersecurity Strategy for the Dig-
ital Decade.1 Recent Regulation (EU) 2021/887 of the European Parliament and 
of the Council (in further text “ECCC regulation”) is, in this direction, a key doc-
ument that also lists main challenges in the area of cybersecurity. Examples of 
these challenges are the lack of cooperation between Member States, indus-
tries and academia, fragmented efforts in research and development (R&D), in-
sufficient investment, increased demand for cybersecurity skills, or incon-
sistency in policies, legal frameworks and actual practice. It is also addressing 
establishment of the European Cybersecurity Competence Centre (ECCC), to-
gether with the Network of National Coordination Centres (NCCs), and Compe-
tence community (CC).2  

We take this document as the starting point, context for which we make sev-
eral key definitions of concepts or terms used in governance model. It is also a 
starting point for the four EU pilot projects launched in 2019, when draft of 
ECCC regulation 3 was still leaving many uncertainties. These four pilot projects 
(ECHO, SPARTA, CSEU and CONCORDIA),4 that are piloting cybersecurity com-
petence community (CC), are also expected to continuously provide their feed-
back on open issues regarding the overall governance and relations between 
ECCC, located in Bucharest, network of member state located NCCs, and CC. In 
addition, several inter-pilot collaboration meetings with focus on governance, 
have been done with the aim of convergence of different approaches around so 
called “umbrella alternative.” This paper is giving an overview of different ap-
proaches and opinions expressed in four projects, having in mind that this con-
sultation is still an open process, while it is also introducing a new concept of 
“governance mesh” model that would take the best of each four pilot projects, 
enhanced with the other external contributions. Unlike an overarching “um-
brella approach,” it would promote co-existence and interoperability of differ-
ent “governance models” in an attempt to bring together all different hubs, 
communities, networks and other forms of collaboration in cybersecurity.   

In addition, we look back and present lessons learned from the previous EU 
cybersecurity community-building initiatives, as well as an overview of the re-
lated work from the other domains. In some cases, we highlight if there are any 
aspects that could also be applicable to the cybersecurity context. In a similar 
way, we also give a brief overview of theoretical work on network structures, 
value co-creation, and the evolution of related concepts such as communities, 
constellations, or ecosystems.   

This leads us to an analysis of a hybrid governance model that addresses gaps 
that have been found not only in the four pilot projects but also in many other 
R&D cybersecurity projects. From well-known challenges related to the short-
age of skills to persisting issues such as stakeholder incentives, we advocate for 
breaking-up complex and overarching governance models, into a topic or func-
tion specific analysis of Processes, Rules, Norms, and Actions (PRNA), that would 
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help to address three governance model pillars (who, what and how) in a piece-
meal manner. In some cases, top-down, in others bottom-up, sometimes tech-
nology push, another research pull: we finish this “governance mesh” approach 
with a set of conclusions and recommendations that should be crystalized in the 
final stage of work of four pilot projects, and that should contain enough flexi-
bility to adapt to dynamic and complex environment, such it is cybersecurity in 
EU. 

Methods  

Methodology and procedure applied for the development of the article is 
largely based on methodology for validation of the governance structure in Cy-
bersecurity4Europe and explained in detail in deliverable D2.2 Internal Valida-
tion of Governance Structure.11 It includes comprehensive understanding of the 
issues related to governance structure validation but is additionally enhanced 
with lessons learned from the previous cybersecurity ecosystem building ap-
proaches, documented in relevant reports, as well as the subjective opinions 
from author that participated in these ecosystems. These issues are grouped 
into three categories:  

• Structure (e.g., lifecycle and procedures for the “substructures” such as 
working groups) 

• Stakeholders and rules (e.g., participation or decision-making rules)  

 Objectives, support services, and areas of engagement (e.g., transfer of 
technology, pooling of R&D resources) 

For this last category of issues, inputs that have been received from stake-
holders in Cybersecurity4Europe, have been further filtered, mapped into “stra-
tegic areas,” and contrasted with external information, such as member state 
ecosystem development status, relevant EC policy and legislative drafting, or 
ongoing work in the other pilots. After inter-pilot governance collaboration pro-
posed an “umbrella alternative,” a term and a hypothesis on cybersecurity gov-
ernance “mesh” started to be developed. The next step in the methodology, 
outside of the scope of this paper, would be more specific and detailed shaping 
of identified clusters and strategic areas into governance “mesh” concept, with 
focus on specific processes, rules, norms, and actions. 

Context 
Word “network” is mentioned 53 times in ECCC regulation (plus few mentions 
of related terms). Word “community” is mentioned 70 times, while the word 
“ecosystem” is mentioned only twice. In Article 4, for example, it is mentioned 
that “Objectives of the Competence Centre should be contributing to a strong 
European cybersecurity ecosystem which brings together all relevant stakehold-
ers.” 

Yet, in discussion among stakeholders in pilot projects of CC, as well as among 
other participants from different projects, the word “ecosystem” seems to be 
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preferred term, when addressing the new multi-level, multi-stakeholder struc-
ture created by the ECCC regulation. Different words could mean different 
things for different people, so we start with definitions that will be used 
throughout this document. If there is no explicit reference, definitions are based 
on those from online Oxford dictionary.5  

Word “net” and its extension “network” could, in our context, refer to both 
the subject and the object of governance model. Dictionary defines it as “a 
closely connected group of people, companies, etc. that exchange information,” 
but also as “a number of computers and other devices that are connected to-
gether so that equipment and information can be shared.” Definition of net-
work security could be also found in ISO/IEC 27033-1:2015 that provides an 
overview of network security and related terms. Another semantic twist was 
added with prefix “inter,” when existing nets (Hepnet, Telenet, Span, Arpanet…) 
became interconnected thanks to TCP/IP, one of the first open interoperability 
protocols. More importantly for our context, early internet was designed with-
out security in mind, a decision that had consequences until today.  

Cybersecurity, or security in cyberspace is, however, not the same as security 
of the internet, in the same way that internet, web and cyberspace are not ex-
actly synonyms. Standard ISO/IEC 27032:2012 7 provides guidance on what is 
called “the unique aspects” of cybersecurity in respect to information security, 
network security, internet security, and critical information infrastructure pro-
tection (CIIP). Whether these aspects, defined as the protection of privacy, in-
tegrity, availability, and confidentiality of information in the Cyberspace, are 
unique, is questionable, since they also appear in many other standards and 
definitions, for example ISO/IEC 27000:2018 overview of information security 
management systems (ISMS). As for the “ecosystem” and stakeholder commu-
nities, the most of “cybersecurity community” was involving same stakeholders 
as “information security community,” “CIIP community” and others, where au-
thor of this article was personally participating.  

This brings us to term “community.” While network is characterized by 
nodes, relationships and topology, community is characterized by rather 
vaguely, being often reduced to “stakeholder group that has something in com-
mon.” We should consider and acknowledge co-existence of different cyberse-
curity communities and different categorization of those communities (e.g., re-
search, industry, cryptography, assurance and certification, national, regional 
etc). Here, the important effort was done by Joint Research Centre (JRC), the 
European Commission’s science and knowledge service, that created taxonomy 
of cybersecurity research domains, sectorial dimensions, as well as the applica-
tion and technology dimensions.8 By applying it, one could talk about research 
community in domain of cryptology, industry community in the sector of de-
fence or, for example, start-up community in Internet of Things (IoT) cyberse-
curity.  

Existence of so many communities and sub-communities, with various de-
grees of overlapping and interconnections, as well as the existence of related 
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resources (e.g., testbeds, datasets), practices (e.g., awareness building, certifi-
cation of skills) or technologies, is bringing us to the definition of “ecosystem.”  

CONCORDIA deliverable defines ecosystem as “a system of people, practices, 
values, and technologies in a particular environment,”9 that, according to ECHO 
project deliverable, includes “roles, tasks, and relationships, which could be cus-
tomized for different layers or even different member states.” 10 Unlike the con-
cept of a network, ecosystem also brings several layers and links with the other 
disciplines (legal, economic etc.) since different issues need to be considered 
from multiple perspectives. An “ecosystem” is therefore a socio-technical con-
struction where objectives such as reuse of shared resources or scale-up of new 
solutions, need to be achieved by synergy between (sub)communities, but also 
by trade-offs and consensus.   

SPARTA deliverable 12 considers taking up “relevant active digital ecosystems 
and public-private cooperation models,” while this project claims to “build on 
recognized national ecosystems (France, Italy, and Lithuania) and complemen-
tary formal, applied and social disciplines.” The fourth pilot project for the CC is 
Cybersecurity4Europe, and it is using word “ecosystem” more cautiously, alt-
hough states that “ECSO is a comprehensive representation of the full cyberse-
curity ecosystem.” 11 Indeed, the European Cyber Security Organisation (ECSO) 
claims, on its web page, that the main goal of ECSO is to coordinate the devel-
opment of the European Cybersecurity Ecosystem.13 

Lessons Learned from past EU initiatives in Cybersecurity 

The European Cyber Security Organisation (ECSO) ASBL is a non-for-profit or-
ganisation under the Belgian law, established in June 2016. At that time, it was 
the contractual counterpart to the European Commission for the implementa-
tion of the Cyber Security contractual Public-Private Partnership (cPPP) with the 
European Commission. Governance model for this cPPP was rather simple,14 
with partnership board, members and ECSO acting as a secretariat. Although 
ECSO members include a wide variety of stakeholders, either involved directly 
or represented through their community managers, it was supposed to be in-
dustry driven organization. Its roots lie in the European Organisation for Secu-
rity (EOS),15 which, in its turn, was established as a kind of “spin-off” from Aer-
ospace and Defence Industry Association (ASD).16  

Industry focus of ECSO is also marked by the launch, on June 7th, of the Chief 
Information Security Officers (CISOs) European Community (CEC). In this 
community, membership is open and is free to ECSO members’ CISOs, but also 
to non-ECSO members CISOs.17 Whether other communities or sub-
communities will emerge from ECSO, is not clear at this stage. Some initiatives, 
such as the European Cybersecurity Investment Platform (ECIP), European 
Cybersecurity STARtup Award and Cyber Investor Days, have been particularly 
relevant for start-ups and cybersecurity investment community, and might be 
consolidated into a more stable or formal structure.  
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ECSO is, by no means, the first example of “cybersecurity ecosystem” in Eu-
rope. There have been different attempts in the past, albeit short-lived, and we 
can learn some lessons from them.  

The EP3R (European Public-Private Partnership for Resilience) was estab-
lished in 2009 and closed in April 2013. In ENISA report 18 it was described as 
“the very first attempt at Pan-European level to use a Public-Private Partnership 
(PPP) to address cross-border Security and Resilience concerns in the Telecom 
Sector.” This statement might be questionable since it was not a contractual 
PPP. In addition, different communities with information security focus have 
been already existing in several European initiatives,19, 20 organized as the work-
ing groups of larger initiatives (such as European technology Platforms) and co-
funded by the European Commission within the Sixth Framework Programme 
(2002-2006). 

The EP3R, however, had an important support from European Union Agency 
for Cybersecurity (ENISA), that initiated, supported, and participated in many 
discussions. The PPP approach was judged to be particularly appropriate for ad-
dressing complex cooperation problems and the model was even proposed for 
Information Sharing and Analysis Centres (ISACs) and similar structures. Initially, 
the EP3R was facing challenges and value propositions such as team building, 
trust, joint objectives, and action plan identification, all of them relevant until 
today. Many of the initial stakeholders lost interest, soon after its launch. In a 
survey about the work of EP3R, stakeholders mentioned a couple of shortcom-
ings and recommendations, such as the need for smaller working groups, fo-
cused and limited in time, need to improve motivation and incentives of de-
mand side stakeholders, simple but formal rules of governance and others. In 
2011 ENISA published a Good Practice Guide on Cooperative Models for Effec-
tive PPPs 21 and included some of these opinions in this report.  

Private-Public Partnerships (PPP) were already a well-known instrument that 
has been used many times since the Commission published Guidelines for Suc-
cessful Public–Private Partnerships 22 in 2003. However, after some criticism 
about too many “self-proclaimed PPPs,” the Commission added word “contrac-
tual” to cPPP, to distinguish these as more formal forms of PPP with the EC. 
ENISA made distinction between institutional PPP, goal-oriented PPP, outsourc-
ing PPP and hybrid PPP.21 It also gave brief comment on governance models of 
each of these types.  

Maybe, for this reason, the establishment of the Network and Information 
Security (NIS) PPP was announced as the “Public-Private Platform” instead of 
“partnership” in the EC communication about the Cybersecurity Strategy of the 
European Union in 2013.23 The same document is also mentioning “public-pri-
vate partnerships” like EP3R (dysfunctional at that moment) and Trust in Digital 
Life (TDL),24 one of these initiatives that was initially marketed as PPP, later 
changed into “membership association” (TDL is also partner in Cybersecu-
rity4Europe project). 
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The NIS Platform was supposed to complement and underpin the proposed 
NIS Directive, while at the same time its subsections (working groups) were ad-
dressing more specific objectives, such as the research road mapping, or assess-
ment of Business Cases and Innovation Paths. The Commission has called the 
first plenary meeting of the NIS platform on 17 June 2013, but this initiative, like 
EP3R, was short-lived. Nevertheless, NIS Platform served to pave the way for 
the European Cyber Security Organization (ECSO), as many of the initial stake-
holders were the same. It can be seen as an important step in the consolidation 
and convergence of different communities, as well as the ecosystem building 
step.   

Finally, we should also mention the previous EU cybersecurity initiatives that 
would qualify as “communities” but maybe not as the full cybersecurity “eco-
systems.” These often have very focused objectives, such as data sharing. ENISA 
conducted a study on Cooperative Models for Public-Private Partnership (PPP) 
and Information Sharing and Analysis Centres (ISACs),25 collating information on 
best practices and common approaches. In cybersecurity research, on the other 
hand, there are many useful initiatives and lessons learned, for example from 
EU 7th framework programme, where “Network of Excellence” (NoE) were de-
signed for research institutions willing to combine and functionally integrate 
part of their activities and capacities in a given field. These NoE were creating 
de facto “virtual research centres” in specific cybersecurity areas, such as secure 
software and services in NESSOS project,26 or European Network of Excellence 
in Cryptology ECRYPT 2.27 

 
Table 1. An overview of governance approaches and issues in the past EU cybersecu-

rity initiatives. 
 

Initiative Structure Stakeholders and 
rules 

Areas and services 

ECSO Board of Directors 
with several fixed 
committees and 
more flexible work-
ing groups. Task-
forces (e.g., cloud se-
curity) and transver-
sal initiatives (e.g., 
Woman4Cyber) are 
also contemplated.  

Structure and rules 
are aligned with dif-
ferent categories of 
stakeholders (e.g., 
national authori-
ties, industry, SMEs 
etc.) 

Wide coverage of top-
ics, from policy inputs 
to labels “cybersecurity 
made in EU” 

EP3R Originally structured 
on three Working 
Groups (WG). Struc-
tural changes after 
mid-2012 with 

Only invited 
experts from 
National and pan 
European Telecom 
operators, Internet 

Information sharing 
and stock taking of 
good policy and indus-
trial practices (method-
ology to classify assets 
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moderators. Initial 
areas gradually 
evolved into smaller 
sub-groups, replaced 
by Task Forces. 

Service Providers, 
industrial associa-
tions, Standardisa-
tion Bodies, Com-
petent National Au-
thorities, manufac-
turers, and solution 
providers 

supporting CIIs 
infrastructures, relia-
bility, resilience, and 
security levels 
of equipment etc.). 
Later also policy dis-
cussion and recom-
mendations (e.g., to 
implement a pan-Euro-
pean botnet-fighting 
programme) 

NIS Plat-
form 

The launch meeting 
in June 2013, estab-
lished 3 working 
groups, each one 
with two chairs, one 
from the public and 
one from private sec-
tor. 

WG3 proposed the 
set of categories 
that captured the 
distinct perspec-
tives e.g. from de-
mand perspective 
(end user, regula-
tor, owner/opera-
tor, dependent 
third party), from 
innovation 
perspective, from 
sector and size 
perspective 
(defense and 
intelligence, 
enterprises, SMEs, 
consumers) etc. 

Identify the possible 
scenarios for 
cybersecurity in the 
medium/long term 
risk management, 
including information 
assurance, risks 
metrics and awareness 
raising, information 
exchange and incident 
coordination 

“Network 
of 
Excellence” 
(NoE) 
NESSOS 

Different boards and 
Networking and 
Liaison Advisory 
Board (NaLAB), 
Network Activity 
Board (NAB), 
Industry Advisory 
Group etc 

Mainly research 
stakeholders in 
secure software 
engineering 

Re-address, integrate, 
harmonize, and foster 
the research activities, 
spread the research 
excellence, collaborate 
with industrial 
stakeholders to 
improve the industry 
best practices 

 

Approach to Governance from Four CC Pilot Projects 

The pilot projects of cybersecurity competence community (ECHO, SPARTA, 
CSEU and CONCORDIA) 28 are the four winning projects of the 2018 Horizon 
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2020 cybersecurity call related to “establishing and operating a pilot for a Euro-
pean Cybersecurity Competence Network and developing a common European 
Cybersecurity Research and Innovation Roadmap.” Many partners of these four 
projects have also been present in the initiatives described in the previous chap-
ter and can be considered as representative stakeholders of EU cybersecurity 
communities. Together, four projects bring more than 160 partners, with over-
all EU investment of more than 63.5 million Euros. 

The four projects made several proposals related to the governance model 
of the forthcoming ecosystem, and in particular for the cybersecurity commu-
nity (CC) part of it. Cybersecurity4Europe project, that has work package dedi-
cated to governance modelling, is proposing a network of Community Hubs of 
Expertise in Cybersecurity Knowledge (CHECKs),29 as a kind of the bottom-up 
approach to integrate sub-structures of the cybersecurity community with the 
rest of ecosystem. There have been several categories of CHECKs under consid-
eration, as well as several processes, rules, norms an action (PRNA), including 
collective decision making, or coordination mechanism with external bodies. 
The model and its assumptions were validated in the real-life scenario, namely 
with cybersecurity stakeholders in Toulouse in an entity named CHECK-T 
(CHECK toulouse).11 

There is an inevitable comparison of CHECKs to Digital Innovation Hubs 
(DIHs), a kind of structure that exists with this name from 2016. Originally, DIHs 
were linked to the Digitizing European Industry (DEI) initiative.30 Afterwards, the 
DIH concept was also evolving towards the European DIH (E-DIH) and outside of 
Industry sector. More recently, it has also been suggested to use DIH as a model 
for regional or national cybersecurity community structures.  

There was an attempt 31 to establish a shared common conceptual frame-
work of a DIH within the European DIH stakeholders. This included five differ-
ent building blocks as the backbone of the European DIH network, roughly 
described around competences, services, economy, finance and, finally, col-
laborations and networks. One of the distinctive features of “DIH-based struc-
ture” is also focus on SMEs and Mid-caps, maybe due to the synergy estab-
lished with a mechanism called “Smart Specialization Platform,” where DIH 
were started to be used as a policy instrument to boost specific priorities.32  

Elevated economic risks and market failures are common in cybersecurity, 
while “economies of scale,” one of the main DIH assumptions, are also very im-
portant for cybersecurity ecosystem. Therefore, it does make sense to consider 
these structures, whether DIHs or CHECKs, as a part of CC governance model. 
The main problem remains, however, how would these interact with each other 
across member state borders, and what would be the role of NCC in establishing 
these cross-border links? Could multi-national organization be part of multiple 
DIH/CHECKs in different countries? Can there be European DIH/CHECK or can 
this organisation participate directly in the CC, without need to be part of na-
tional or regional hub? 

ECHO project took several steps in designing the optimal Governance model 
for the CC and described it in deliverables,33 including its main direction towards 
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the development of the future ECHO Collaborative Networked Organisation 
(CNO). The project used the Analytic Hierarchy Process (AHP) method to reach 
consensus among stakeholders, engaging European Cyber Security Organisation 
(ECSO) as well. The assessment of alternatives was done by comparison of gov-
ernance model performance against several pre-defined criterions. The solution 
accepted by the most stakeholders was to create one “umbrella” alternative, so 
called Alternative 0 (A0), which could be based on best practices from the other 
four alternative models. ECHO was also the only pilot project that did the pro-
cess landscape description and initial process discovery, by using COBIT (Control 
Objectives for Information and Related Technologies) as a framework.34 Organ-
izational structure design for the National Hubs (ECHO Chapters) is following 
the same model, while the ECHO Service Groups (SGs or Virtual Organisations – 
Vos) are supposed to be an equivalent to the CC. There are no details about the 
requirements to the Partners onboarding SG, although candidates should pro-
vide evidence that they have required experience, capacity, and capabilities for 
delivery of service. From the past experiences, we know that this is of–en a very 
delicate issue: exclude some stakeholders and SG(VO) could be accused of form-
ing an “exclusive club”; leave it more open and it will risk having endless debates 
about every little detail. It is classical challenge in EU initiatives, but also well 
documented challenge in open-source communities, that describes struggle be-
tween top-down and bottom-up design.35 

SPARTA project deals with governance in a more “lightweight” manner, de-
scribing the structures, processes and activities that characterize the govern-
ance of the SPARTA project itself,36 and then moves into adequacy of this 
model for the CC in the context of ecosystem created under ECCC regulation. 
Conclusion was that there was strong utilization of some project committees 
and processes (e.g., road mapping), while the other governance model struc-
tures (notably the Certification Task Force, the Ethics Board, and the Advisory 
committee) were under-utilized in the project. SPARTA also envisages several 
“instruments,” such as roadmap, partnership, or program. In this pilot project, 
four “programs” have been defined beforehand, with focus on: artificial intel-
ligence (SAFAIR), high level assurance (HAII-T), continuous assessment (CAPE) 
and Cybersecurity Threat Intelligence Framework (T-SHARK). Activities within 
each Program have been divided into two main streams: one dedicated to 
technology-based developments (Sub-cases), and another for the supporting 
activities, including legal, exploitation, but also program governance support. 
Program governance activities are coordinated by L3CE (Lithuanian Cyber 
Crime Center of Excellence for Training, Research and Education).37 

Finally, in the case of CONCORDIA pilot project, there are no specific activities 
or reports related to assessment of governance models in the context of the 
future ecosystem or the CC. However, there are already some services, offered 
for free, to specific cybersecurity communities, such as the catalogue of online 
training offerings and certification support for the cybersecurity capacity build-
ing, or informative services for start-up community.38 There are also several 
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Table 2. Approaches and examples of governance issues discussed in four “ECCC reg-

ulation pilot projects.” 
 

Pilot project Structure Stakeholders and 
rules 

Areas and ser-
vices 

CS4EU Focus is on external 
validation (outside pi-
lot project) of Commu-
nity Hubs of Expertise 
in Cybersecurity 
Knowledge (CHECKs).11 
Issues discussed in-
clude: degree of the 
formalization of the 
lower-level structures; 
alignment to stake-
holders’ demands; the 
synergy between for-
mal and informal, top-
down and bottom-up 
structures; the flexibil-
ity of the structure, in-
cluding the mecha-
nisms to distribute the 
positions, delegate 
powers, and create ad-
ditional structures; a 
possibility for the col-
laboration/merge be-
tween the two struc-
tures; the focus on re-
gional versus EU inter-
ests; possible (sub)net-
work of CHECKs.  

List of stakeholders 
that participated in 
validation of 
CHECK model 11 
with open issues 
such as: uncer-
tainty over mem-
bership; way to 
motivate practi-
tioners; mecha-
nisms for participa-
tion of other disci-
plines; financing 
mechanisms; pro-
cedure for 
identification of 
“regional 
interests”; rules for 
a “bottom-up 
decision making.”  

Examples include:  
Research/ inno-
vation; strategic 
decision mak-
ing; alignment 
with local/ re-
gional road-
maps; training 
and capacity 
building; 
mentoring 
aspects and 
seed capital 
investment 
strategies; 
space for 
experi-
mentation 

ECHO Initial design has four 
key processes and 
three organizational 
structures: central hub 
(ECHO Collaborative 
Networked 
organization - CNO), 
national hubs and ser-
vices groups.  

Several options are 
considered for 
transition from 
ECHO project to 
ECHO CNO. 
Stakeholders 
Committee plays a 
role in establishing 
and maintaining 
partnerships and 

Project outcomes 
(E-WS, E-FCR, 
FCSF) are consid-
ered as a base for 
the future service 
groups. The 
strategic activities, 
are guided, 
discussed, and 
approved within 
the units of the 
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relations with rele-
vant external 
stakeholders on 
each level. 

Central Hub, in-
cluding incubation 
of new services, 
innovation events 
and entrepreneur-
ships education 

SPARTA Strategic Direction, un-
der which there are 
different committees 
(e.g., Roadmap Com-
mittee, Partnership 
Committee with its 
Council of associated 
partners), task forces 
(e.g., Training and 
Awareness Taskforce), 
boards (security advi-
sory board) and pro-
grams (there are four 
programs and in each 
one there is a team of 
stakeholders) 

Project established 
interaction pat-
terns with external 
stakeholders and 
level of stakehold-
ership. However, 
there are multiple 
comments 12 re-
porting uncertain-
ness about the 
role, function of 
external stakehold-
ers in general, and 
associates in par-
ticular. 

Examples include 
research 
roadmaps and 
"moonshot" 
initiatives for 
cyber security 
research, 
transversal 
activities such as 
certification, 
training, and 
social aspects, 
awareness 
building and cyber 
skill development 

CONCORDIA Advisory Board (AB), 
Ethics Advisory Board 
(EAB), Management 
Board (MB), Industrial 
Strategy Committee 
(ISC), PPPartnership 
Board (PPPB), Scientific 
and Technological 
Committee (STC), and 
Security Advisory 
Board (SAB), but the 
links between these, or 
conclusions from the 
operational piloting of 
these boards, are not 
described or reported 

Research 
stakeholders are 
mainly grouped in 
WP1, while 
industrial 
stakeholders are 
brought together 
in pilots and in ISC. 
CONCORDIA is the 
only pilot project 
that has dedicated 
start-up 
community of 
stakeholders.  

List of services is 
published on web 
page and includes 
cybersecurity 
expert advice, skill 
development, 
access to tools, 
start-up guidance, 
career 
opportunities etc. 

 
boards or structures in this project, including Advisory Board (AB), Ethics Advi-
sory Board (EAB), Management Board (MB), Industrial Strategy Committee 
(ISC), PPPartnership Board (PPPB), Scientific and Technological Committee 
(STC), and Security Advisory Board (SAB), but the links between these, or con-
clusions from the operational piloting of these boards, are not described or re-
ported yet. ISC, for example, is responsible for the ranking of exploitable results 
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on annual basis, based on technology readiness level (TRL), innovation potential 
and the importance of the cybersecurity ecosystem support for the further ex-
ploitation. Although this body has a clear industrial bias, as it is composed ex-
clusively from industrial community representatives, it does contribute to a bet-
ter understanding of EU industrial cybersecurity priorities and better alignment 
of research and industry. Finally, we also find description of an overall project 
objective, where it is stated that “CONCORDIA addresses governance model 
that combines the agility of a start-up with the sustainability of a large center.” 
Indeed, start-ups are both inspiration for the governance in CONCORDIA, as well 
as one of the targets for the community building.   

In October 2021 ENISA, ECSO and four pilot projects (CONCORDIA, SPARTA, 
CS4EU, ECHO) submitted their draft recommendations to the ECCC, following a 
consensus process about the future priorities. Besides these recommendations, 
representatives of these projects and institutions elaborated “concept on the 
way forward” with 11 strategic directions where “cybersecurity competence 
community” could make significant contribution. Although four pilot projects 
have gathered views from more than 80 stakeholders via survey, interviews, 
and workshops, it is also legitimate to pose a question why not all partners of 
four projects (more than 160) did not participate in this exercise. This problem 
of motivation and incentives is even more evident in a recent public consulta-
tion of Cyber Resilience Act 40 that closed on May 22nd, 2022.  

 

Figure 1: Statistics on CRA public consultation by category of respondent.40 

Among 109 respondents we can see, in Figure 1, that more EU citizens par-
ticipated in the consultation than from any other stakeholder group or commu-
nity category. Although it can be argued that many organizations were indirectly 
represented by the corresponding community associations, it is still remarkably 
low number or responses for such an important consultation.   

We conclude this chapter with a general observation that, although collabora-
tion and cooperation in all four pilot projects can be analyzed from several per-
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spective, from co-design (e.g., road mapping or innovative prototypes) to the ser-
vice co-delivery (e.g., data sharing and coordinated response from different secu-
rity teams). In all related processes, norms, rules, or actions (PRNA), there are still 
many open questions and issues, that should influence governance model evolu-
tion for the cybersecurity ecosystem and the CC.   

On Networks and Ecosystems: Learning from the Other experiences 

Networks, their behaviour, evolution, or effects on joint value have been stud-
ied in many contexts. Depending on these contexts, the added value that ben-
efits nodes (communities, organizations, and persons) in these networks, de-
pends on the openness and the level of centralization (see for example 41). Some 
properties of networks that have been studied, in relation to their performance 
or value creation, are randomness, heterogeneity or modularity. It is widely ac-
cepted that hierarchic networks are more suitable for objective and strategy 
setting, while distributed networks excel in innovation.  

Homophily describes tendency of individuals to associate with similar others, 
and it has been described in many network studies.71 Links within “archipela-
gos” or community clusters are so called “strong” links, while links with outside 
nodes are often neglected in governance models. Yet, these “weak” links, some-
times even at a personal level, are sometimes more important or relevant for 
the community building, compared to strong institutional links.   

Another lesson from network theory is related to a tendency of distributed 
community-based networks to turn over time into more fixed and conservative 
hierarchies, while at the same time new “peer-to-peer” community structures 
start to appear from bottom-up. This might be inevitable, but the dynamicity of 
network behaviours should be acknowledged with the evolution of hybrid gov-
ernance models.  

In network science, there is also something called “Matthew effect” 42 that is 
used to describe the preferential attachment, basically that a node that acquires 
more connections will increase further its connectivity at a higher rate. It is a 
kind of accumulated advantage. Unwritten rule that "the rich gets richer, and 
the poor get poorer" can be sometimes observed, for example, also in EU-
funded research projects. EFFECTS+ project, which was a coordination and sup-
port action financed by the EC in FP7 program, delivered a report 43 presenting 
the innovation potential of FP7 Security and Trust projects. 

An interesting finding (see Figure 2) was that in community of EC-funded FP7 
projects there are few nodes, represented by large software companies and IT 
integrators (such as IBM, SAP and ATOS), which act as hubs for the other project 
partners in the R&D community. This can be easily explained by their size and 
importance for the community, but if we look at datasets beyond FP7, we are 
likely to find also smaller and less known companies acting as a hub, something 
to be attributed to “Matthew effect.” It could be good to compare “national 
cybersecurity R&D networks” and “network of EU-funded project partners” to 
check whether these show considerable differences, as well as to monitor evo-
lution of these networks throughout EU programs.   



Governance Mesh Approach for Cybersecurity Ecosystem 
 

 119 

 
 

 

Figure 2: Social relationship graph in trust and security projects in FP7 Call 5.43 

Why these things matter? As we saw in the previous chapter, there is an on-
going discussion what role should European Cybersecurity Competence Centre 
(ECCC) and National Coordination Centers (NCCs) play in the future CC member-
ship “gatekeeping,” financing and other processes. Let us analyse two alterna-
tives:  

a) CC members interested in R&D funding collaborate at EU level, and talk 
directly to ECCC (basically as it happens now in Horizon Europe with DG 
CNECT) 

b) CC members collaborate at national level, form mini-partnerships or clus-
ters, and then apply for R&D funding together with the other mini-part-
nerships from few member states (an example could be Eureka Clusters 
that had thematic funding programs such as ITEA, CELTIC and others.44 

One can argue that both approaches have pro and contra. EUREKA projects 
have witnessed, decentralized funding for R&D projects is posing serious risks 
to synchronization of activities across EU. Some of those projects underper-
formed due to the isolation of activities in member state (MS) partnerships, and 
delays in national funding. 

EU partnerships and consortia on per-partner basis enable organizations to 
work directly together with the best or most suitable partners, no matter where 
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this partner is based. While this might work well for the academics and large 
industry, for the community of end users’ proximity could be an important re-
quirement, as there are many other services (deployment, training, mainte-
nance) needed after the project ends, to make research results transferable to 
operational environments. In addition, many smaller entities have it more diffi-
cult to get access to EU-funded projects and networks. These are sometimes 
represented, at EU project level, by associations or “business ecosystems” 45, 46 
understood here as structures around which large companies co-evolve their 
skills together with academic partners and smaller, more agile companies.  

A related concept is also digital business ecosystem (DBE), defined as “a col-
laborative environment made up of different entities that co-create value 
through information and communication technologies (ICTs).” 49 It has been de-
veloped in the context of the implementation of the eEurope 2002 action plan 
(and projects funded by the 6th Framework Programme of the European Com-
mission). The main characteristics of DBEs are platform, symbiosis, co-evolu-
tion, and self-organisation.50 

While these structures, as well as similar “triple helix” 47 and even “quadruple 
and quintuple helix” 48 support cooperative innovation models, all build upon 
idea that value creation is done by putting together different assets and skills, 
we must acknowledge that cybersecurity is not “business as usual.” Differences 
exist, for example, in complexity of digital supply chain, role of supply side part-
ners, the “moving target” issues and others. Cybersecurity spans not only tech-
nology, but also people and processes. Cybersecurity is a journey, not a desti-
nation. Besides, CC structures need to address not only innovation processes, 
but also others, such as management of capacity building resources ranging 
from federated cyber-range platforms to research testbeds.   

A report focusing on the governance model of the Hague Security Delta 
(HASD) also brings forward interesting observations.62 Lack of hierarchy be-
tween the collaborating partners require specific agreements and mechanisms 
of coordination, as well as the willingness of the parties involved to give up, at 
some stage, total control of the process and results. Differences can be a source 
of strength (complementarity, heterogeneity …), but lead to disruption and con-
flict. The authors focus only on collaboration of a temporary nature. Still, more 
importantly, they analyze co-existence of hierarchical lines set out by govern-
ment bodies with what is seen as a “networked” model. In Figure 3 they depict 
possible interplay between two governance models. 

Finally, if we look for more good practices and examples of network behav-
iors at EU level and innovative ideas for governance models, we might look at 
European Blockchain Partnership (EBP) and European Blockchain Services Infra-
structure (EBSI) that was started in 2018 by 29 countries (All EU Member States, 
Norway and Lichtenstein) and the European Commission.51 The list of members 
is public, as well as its structure or membership in some groups (e.g., user-
group). Financing is assured by the Connecting Europe Facility (CEF), initially, 
and the new Digital Europe Programme (DEP), from 2021. When it comes to 
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decision bodies and detailed set of implementation agreements, these are still 
to be defined, as it is suggested by the “legal track of EBSI.”  

 

Figure 3: Legitimacy and the decision-making process in a triple helix collaboration.63 

The core service platform currently in place for EBSI is procured with Euro-
pean Commission DG DIGIT. The Commission services are also working on for-
mal agreements for the future relationships between different stakeholders 
(EBSI Consortium, between the Consortium and node operators, or the Consor-
tium and application service providers that operate Use Cases). Within commu-
nity, it has also been suggested that these might use Multi-Country Projects 
(MCPs) instrument, part of EC proposal for the 2030 Policy Programme “Path to 
the Digital Decade.” This is a strategic governance tool to ensure coherence and 
synergies among different initiatives, actions, measures, and investments. The 
Commission also analyzed EBSI as concrete case study to assess the need for a 
new instrument, European Digital Infrastructure Consortium (EDIC), that would 
address implementation features of MCPs. 

What is particularly interesting in the case of EBSI, is the role of the European 
Blockchain Association (EBA) 52 and similar representatives of “blockchain com-
munity.” This organization is structured as a Decentralised Semi-Autonomous 
Organisation (DSAO), which is derivative of the original Decentralised Autono-
mous Organisation (DAO), describing a type of network connecting individual 
nodes that act autonomously with self-created rules.  

DAO governance model is described as “the future of meritocracy models,” 
although some call it “algocracy” (ruled by an algorithm). Procedures, such as 
decision making, use tokens that grant voting powers, and tokens are earned in 
a different way (“proof of value” for the contribution to the community could 
be used, for example). Governance is based on a series of proposals that mem-
bers vote on through the blockchain, and the possession of more governance 
tokens often translates to greater voting power. Contributions can be tracked 
and compensated. It might be an interesting experiment in the future of the CC, 
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for example, in setting the priority for strategic cybersecurity research, evalua-
tion and selection of the new projects, or in the process of ranking of exploitable 
result from EU projects.  

Going for Hybrid: Governance Mesh 

There will be no “silver bullet” or “one size fits all” approach, when it comes to 
EU member state cybersecurity community building and evolution. Some MS 
will start (or have already started) from the existing well-recognized cybersecu-
rity hubs, communities, or stakeholder groups, while others will strive to merge 
and converge several (often regional or sectorial) initiatives. Few MS might have 
to start from scratch. As we have seen from above, both top-down and bottom-
up, as well as centralized versus decentralized approaches, have their pro and 
contra and should be applied on “per process” basis. This analysis should cover 
three governance model pillars: 

• Who: list of relevant stakeholders? 

• What: list of processes, rules, norms, and actions (PRNA) with a different 
degree of formality? 

• How: list of parameters (cost, desirability, suitability etc.) to decide about 
the most suitable governance model options? 

The question “who,” roughly describes stakeholders, without need to go into 
detail of balanced distribution of control, or exact decision-making processes 
between centralized (EC) and decentralized (member states, community hubs) 
organizations. The second question is about “what” and should start with the 
analysis of any Processes, Rules, Norms, and Actions (PRNA), that are included 
or linked to fundamental areas already identified in four pilot projects (e.g., ca-
pacity building, incident response, R&D management etc.). Here, those PRNA 
that refer to high level objectives and strategic goals should follow top-down 
approach, treated as the strategic governance model issues, while operational 
layer PRNA might need to have an additional NCC mapping of roles and actions, 
as well as additional space for inclusion of bottom-up observations and feed-
backs.  

Finally, the third issue to tackle in a hypothetic hybrid governance model, is 
question of “how,” namely the list of parameters and indicators, such as cost, 
desirability, feasibility, and suitability, that would help not only in implementa-
tion, but also in monitoring and evolution of the governance model. 

One of the most important, but also the most difficult features, that is cross-
ing all three pillars of governance (who, what and how), is dynamicity, as the 
ecosystem and community need to continuously adapt and respond to technol-
ogy push and market pull forces (see Figure 4). There is always a threat, and 
even more in cybersecurity, that governance model with static structures or 
procedures could become obsolete rapidly. We can even see this in EU R&D 
projects that often last for 3 or 4 years, and do not have flexibility built-in by 
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Figure 4: Hybrid governance model that also considers innovation ecosystem forces. 

design. In so called Boyd loop (also called OODA loop 66 due to its cycle observe–
orient–decide–act), all decisions are based on observations of the evolving sit-
uation with procedures in place to make rapid assessment, filtering, or prioriti-
zation of the problem being addressed. Continuous monitoring of performance, 
frequent assessment of substructures and their results and update of govern-
ance model, should make it less fragile and prepared to deal with uncertainty.  

So, having these observations in mind, what kind of a hybrid governance can 
we model, if only at a very abstract and theoretical level?  

Cybersecurity Mesh Architecture (CSMA) is an architectural approach pro-
posed by Gartner 70 that promotes interoperability, more consolidated security 
posture, reduction of operational complexity, cost saving, and integration with 
a broad ecosystem of technologies and vendors. Inspire by this trend, we pro-
pose a concept of “governance mesh” model that takes the best of each four 
pilot projects, enhanced with the other external contributions. It should also 
acknowledge lessons learned from the previous and related initiatives, as well 
as the further analysis of PRNA that needs to take place in this emerging cyber-
security ecosystem.  

We should also have in mind Linus's law,35 named in honor of Linus Torvalds, 
creator of Linux operating system: "given enough eyeballs, all bugs are shallow." 
EC or ECCC consultations, but also other calls for actions, e.g., data sharing, 
should be frequent, better advertised, incentivized, and associated with some 
kudos or credits for the most valuable contributions, according to the commu-
nity judgements.  
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Collective intelligence (CI) emerges from the collaboration, but also from 
competition. It may involve formal consensus between communities or stake-
holders, but we should not ignore informal chats with new insights. Link be-
tween personal networks, and ways of processing information (e.g., road map-
ping, cybersecurity intelligence sharing, capacity building), is not always 
straightforward and is not always easy to capture in PRNA, templates, guide-
lines, or frameworks. Some degree of “randomness” or improvisation or brain-
storming is needed, with a stage/gate model that could filter and rank the best 
ideas and move them forward.  

Everyone agrees that cybersecurity is a problem larger than one sector or one 
country, but also larger than EU. The cooperation with countries outside EU is 
not a choice, but rather a must for the EU cybersecurity ecosystem. Scientific 
Advice Mechanism (SAM) High Level Group (HLG) strongly recommends in their 
report 61 that the EU should play a more prominent role in establishing effective 
cybersecurity governance globally. However, this cooperation comes in various 
combinations and at different levels: member state, organizational and individ-
ual, sometimes also related to the pre-existing relationships and trust, which 
serves as an anchor of all cooperation and collaboration. In a feasibility study,55 
we described other forms of existing international cooperation in cybersecurity, 
and more good practices and lessons can also be taken from 2021 EUISS re-
port.56 

Governance “mesh” must live and cope with an apparent paradox: while 
there is a global inter-dependency in cyber defense and need for the collabora-
tion at a global scale, EU cybersecurity ecosystem must also rely on national and 
regional actors, and links to the smallest local SME, in order to really have an 
impact. From strategic to operational level, global to local, many sub-networks, 
cross-communities, and infra-clusters will feed the overall structure that 
evolves and adapts over time.    

Conclusions 

Cybersecurity ecosystem modelling is a topic of particular importance for the 
future EU cybersecurity policy, as it links EU Cybersecurity Competence Centre 
(ECCC) and Network of National Coordination Centres (NCCs), with the activities 
of Cybersecurity Community (CC). In this respect, four pilot projects of cyberse-
curity competence community (ECHO, SPARTA, CSEU and CONCORDIA) have al-
ready provided inputs and feedback on several issues, including governance 
model, strategic directions, gaps, and challenges. Pilot projects came with few 
recommendations, such as Community Hubs of Expertise in Cybersecurity 
Knowledge (CHECKs), or Collaborative Networked Organisations (CNOs). Some 
member states, in parallel, already started with NCC and consolidation of the 
existing communities around them, or even building of the new ones. However, 
formal acknowledgement of these “community hubs,” as well as the role and 
integration of CC into the overall ecosystem governance, is still an open issue. 
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We have also presented some other “ecosystem”-like initiatives, not neces-
sarily limited to cybersecurity. They are characterized by an idea of value crea-
tion by putting together different assets and skills, and they all give insight on 
how communities, organizations and persons behave in an ecosystem. Too 
much top-down governance, and they will lose motivation and interest. Too 
many bottom-up discussions and they lose time and focus.  

We introduce “governance mesh” concept, with “community of networks” 
(e.g., network of NCCs) and network of communities (e.g., network of commu-
nity hubs in CC), that both need to evolve and monitor their contribution and 
effects on a joint value. Centralization versus decentralization and top-down 
versus bottom-up approaches are the main axis for analysis of Governance Pro-
cesses, Rules, Norms, and Actions (PRNA). Beyond balancing of “technology pull 
with market pull,” important for the dynamics of model, there is also a further 
need to improve policy-market-technology-society alignment. Gaps might ap-
pear in territorial coverage, capacity, and maturity, while dynamics of relation-
ships might have a direct impact on trust. 

Shaping Processes, Rules, Norms, and Actions (PRNA), that are included or 
linked to the fundamental areas already identified (e.g., capacity building, inci-
dent response, R&D management, etc.), still needs to find place. Inclusion of 
specific governance sub-models for specific areas (capacity building, incident 
response, R&D etc) might also help, as well as addressing PRNA for the 
horizontal services. This also holds for the specific instruments or processes that 
aim to reduce gaps between research and market or enabling mapping between 
demand and supply. The economic impact attribution to “ecosystem existence” 
will be hard to validate, but governance model must include parameters and 
indicators that enables its continuous monitoring, also in economic terms. 

Links to international stakeholders are also essential, and so are links to open-
source and other related EU communities in digital technologies (e.g., GAIA-X, 
DAIRO, FIWARE, AIOTI, different DIHs, etc.). Assessment of these “external” 
links is yet to be done. Standardization and certification bodies, individual in-
vestors, business angels, public administration, incubators, accelerators, inno-
vation centers, professional associations of cybersecurity practitioners, citizens, 
and others should also become involved. 
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